GGGGGGGG

uuuuuuuuuuuuuu

HKBN

Cloud Email Server Admin
Manual

%E,g—i—‘,::.l‘g/ﬂﬁli =11 Y5 EE[ -1 ,
= . H#)|n an = i::_f‘ ]

(Version 2.0)



&
HO N: 'K%;?EG

BROADBAND NETWORK

Table of Contents

1. Mail Server Administration | E {4 (G 235 versrrrnsrrnssrrassrnnssransrnsrnnssmnnssmnsssnasssnsssnnsssnssnnnss 3
1.1 Working with WebAdmin | {555 WebAdMIN.......cciiiiiiiii e e 3
1.2 Mailbox Creation Step | Bl G 20 i oo e e e e e e 6

2. The Manage Domains Tab | “E " T werssssssssrermsnnsssssssnmnnsssnmnsssssssssnmnsssssssssnnnnsnssnnns 9

2.1. Domains General Configuration | ZHAE S E AT E —FRICE covo v e 9
2.2. Defining Domain AlIases | TEFRITR AL vovveereeerrriiin s s srrrriis s e s e rr s e e ernne 11
2.3. Domain Message Filters Page | Bl E TR TR e v i e e

12
2.4. Configuring the Message Appender | FCEEHEN T E i, 14
2.5. Managing Account Defaults | & B o THEE H cvveerrrrrrinnireirin s erre s e e s 15
2.5.1. Account Defaults General Parameters | IR EREEZEL covvvvii i 15
2.5.2. Configuring Account Quotas and Restrictions | B B R AYECEEFIIR ] coveevieiinieeennineeeens 16
2.5.3. Managing Account Filters | ‘& HEMR F ERFBRFE U corrrerrrrrrererrrriiiin s ssserrninn s s eerrrn e
21
2.5.4. Managing Send / Receive Restrictions per Account Defaults | &iE = #54-/Ug- FREIRY
B = K = PSP PPPPPP PP 23

3. Manage Accounts Tab | B MRS “ZETE H cursassrsassrassssassrsnssmnnssansnasssnnssnnsssnnsssnnssnnssnnssnnssns 25
3.1. Accounts General Page | MR o B E vevrrrrreerninisrernisseseri s s erni s s s essi s s s e e s s earaa s e eran e s erena s 27
G @e] o1 v Yot ol [ 0] {0 g Fo Y o] g Y ey 29
3.3, ACCOUNTE AlIASES | M TR Il wernnreeeeruiieeeite s e e ettt s e e ee s e s e e s e et e e e e re e e e e e e e e e eaa e e e e eaa e e enanans 30
3.4. Configuring Quotas and Restrictions | it & L ZEFIPEE] cveveeerrnrrrrrrinreeerrinreeessnesserrn e eeesnneens 31
3.5. Account WebMail Options | WebMail i o B2 TH vvvvvuieiee s eeeriiiin e eseesrsnn s s s e earann e 36
3.6. Managing Message Filters | & T B BTABFE TN cvverrererinrrrrrriirre s s s s s s ren s ern s e eaaaas

39
T Ve o 1 W =T Rl I 2 = N 39
3.6.2. USEr FIlters | o i R T s eeeeeerrnnreeerns i s eeenn s s st s s s e s s s e e e s s e e e e e s e e e s e e s e eaaa s s e eaaaneeeeenen
43

3.7. Managing Send / Receive Restrictions | % FH & {4 /UL EATIRE] .o veveeeerrrniieeeeeeereeereennnnneereeeeeeennes 46

4, Groups Tab | AEZHZEETE | weessrrasssnassrasssnassnssssnssnssssnssssssssnssssnsssnssssnsssssssnsssnssssnnsssnnssnnnssnnssns 48
4.1. Group General Configuration | & HEEALLE «vvveeerreeerrreerrirererireessieeesiseeesseesssesssseesssseseessees 49
4.2. Groups Message Filters | B A B BB AR TN v vvrrrrereerrrriin s

51

5. Configuring Public Folders | it E [\ E I surmnnnssrrnnssrnsnnsssnnnnsssnssssnnnssssnnsssssnnsssnnnnsssnnssns 54
5.1. Public Folders General Configuration | /33t A —FEHLE verrrrerrrrerrrrrrrmninnin s eerrnnie e 56
5.2. Configuring Public Folders Quotas | [it & /A BRI AL AR . ..o vveeerriiie s e eeeesnnin e s s eeesnsnnn e 56

6. Account Classes Tab | 15 o E B 28 T vusssnsssnssssnsssnnsssnssssnsssassnssssnssssnsssnssssnsssnnsssnssnsssnnsssnnssnn 57
6.1. Account Classes General Parameters | Mg R E LB covii v e 59
6.2. Configuring Quotas and Restrictions | i B HCZERIPERE] .vvveerrrrsninrererrrrrrnrnnsesrsssserrrsnee e 59
6.3. Managing Message Filters | BHEEIGIETN coovveene v, 64

6.4. Managing Send / Receive Restrictions per Account Class | FEFIGHIE 28 S/ ULE-RIEHE........ 67



&5

BROADBAND NETWORK

1. Mail Server Administration | i {E{alHg 2241

1.1 Working with WebAdmin| {§iFH WebAdmin

Access CloudMail WebAdmin by https://cloudmailadmin.hkbnes.net

Input Username and Password to login the WebAdmin console.

SHZEE # WebAdmin: https://cloudmailadmin.hkbnes.net

i A P AR i S kT Web BHEURE -

IR T

HKBN WebAdmin

USERNAME

PASSWORD

After login, you will see the Summary Page.

Bk IREERIMEH -
Dashboard

DASHBOARD

Summary

Quick Links
Domains & Accounts
© Manage domains

© Create new account

© Manage accounts

Logged in as admindemoon  DOWNLOAD USER MANUAL ~ LOG OUT

You are running EMAIL SERVER.

You have permissions on 1 domains.

You can quickly manage your EMAIL SERVER by choosing one of the aperations in the boxes below.

Server Maintenance

© View Storage Charts


https://cloudmailadmin.hkbnes.net/
https://cloudmailadmin.hkbnes.net/
https://cloudmailadmin.hkbnes.net/
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Below are described some basic principles you should keep in mind while working with CloudMail
WebAdmin.

NH M4 LR EEE E WebAdmin FEARIAE

Saving the Configuration in WebAdmin | £ WebAdmin 1 {#{Fl &

After changing any parameter value in WebAdmin, you need to save the new values in the
configuration files. In order to do this, you need to press the Save Configuration button available on

all tabs, pages and sub-pages where needed. In the example below, a random password set for a
user account is being saved.

£ WebAdmin (LRI 2 EETR > (RFFEALSCERE T IRERHVE - B T HEE 5 (REEIEER A
BERENTHT “REECE" /i - /£ TEAGT5 - EHERSRE - (EEEEE IR -

Configure Account demo on Domain trial11...

Settings

Confirmation / Error Messages | fEsL [ s iR &s

After each command issued, you should check the confirmation message displayed in the upper

section of the page. Inthe example below, parameters of an account have been changed
successfully.

E#ta ok o (REZRE Hil Lo BURiIERDON R « £ FEAGIT 5 IRFA2BE FSk) -

Configure Account demo on Domain trial11...

Settings
First nam
® v
ccous d @trialll.absolvo.net
[ [rouwor
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In the following example, an account creation operation has failed and you are informed on this status
both in the upper section of the WebAdmin page:

FE T ERIBIT > — (bR = AR ERN - FERSE B G R UIRAE -

Manage Accounts

Alphabetical List Search account

Displaying/Hiding the Contextual Help | 287~/ F& i N S AH R 2 BH

The WebAdmin Interface implements a Contextual Help feature, which guides system administrators
through their daily actions by explaining all the available options and parameters. Contextual Help is
activated by default and displayed in the right hand side of each page.

WebAdmin #y77[ BH N EHBIRATIRE - 58 24008 H B R ATA =] IRV 28 - AR S
I FEUMERE H ARG T8 -

Configure Account demo on Domain trial11...

Contextual Help

Toggle Help Off
NTACT QUOTAS AN MESSAGE END / RECEIVE Account General Con
NFORMATION \LIASES RESTRICTION TIONS FILTER RESTRICTIONS © In the Settings section, use the
First name and Last r text
n

Settings

To close the Contextual Help window, hit the “X” button as shown in the above screenshot.
Once deactivated, you can open it again by hitting the question mark button, as shown below:

ZRAPAN MBS IR o HE LEEE AT rey X" fEt o — B R DU RESRESR F1R ©
AR

Configure Account demo on Domain trial11...

Settings

First name Last name

Demo Demo


http://www.axigen.com/docs/70/Working-with-axigen-cfg_79.html
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1.2 Mailbox Creation Step | &% &5 0 B2

Add mailbox into Cloud Mail Admin console | FFE& - EH B ERNINEF

i. Go to Domains & Accounts->Manage Accounts | Ig{fiE & - >E IR

Manage ACCOUntS Logged in as admindemo on

Alphabetical List

DOMAIN # ACCOUNT NAME ACTIONS
§ . 1 demo A EDIT || i DELETE
ilter domains
Manage Accounts 2 nmctest A EDIT || i DELETE
demo.com
3 postmaster A EDIT
Domain 1 of 1

ii. Select your domain, Click “Add Account” | ZEFE{RAVIHAE SR E-4f - BLE

DOWNLOAD USER MANUAL  LOG OUT

Contextual Help

Accounts Management

o To manage a domain's
accounts, first select the domain
from the domains list in the left.

To edit an already defined
account, hit the 'Edit’ button on
the right side of its name. To
delete i, hit its respective 'Delete’
button.

o Add a new account by hitting
the 'Add Account’ button
displayed in the upper right
cormner of the accounts list. In the
‘New account' floating panel, the
domain name will be already
filled-in with the one selected
Specify an account name and a
password. You can also let EMAIL

R IRET




A
e = b
HONE K ONS

ii. Input the First name, Last name | & A 2%

Manage Accounts

Alpha betical List Search accounts
DOMAIN #  ACCOUNT NAME
Filter domains t demo
Manage Accounts 2 test
deme.com 3 postmaster
4 test123
Domain 1 of 1
Account Name: (Input Account name)

Account password:  (Input your password)
MRF2ME - (BARE)
MRsEEES © (G A TGRS

Logged in as admindemo on

Domain name: demo.com

First name Last name
test userl
Account name: testuserl @demo.com

Account password: | sesssess [ sevranoom |

Basic account type

@ Account setttings are inherited from the domain defaults

ADVANCED CONFIG

iv. Click “QuickAdd” to complete | Bh&E “HudiRin” 58k

(2) Add mailbox into Sentry EDS console| /&iEF5 %] Sentry EDS 2%

i. Login Sentry-EDS console | 5% Sentry EDS &=

DOWNLOAD USER MANUAL  LOG OUT

Contextual Help

Accounts Management

© To manage a domain's
accounts, first select the domain
from the domains list in the left.

Toedit an already defined
account, hit the 'Edit' button on
the right side of its name. To
delete it, hit its respective 'Delete’
button.

© Add a new account by hitting
the "Add Account”’ button
displayed in the upper right
corner of the accounts list. In the
‘New account' floating panel, the
domain name will be already
filled-in with the one selected
Specify an account name and a
password. You can also let EMAIL
SERVER pick a random account
password by clicking the ‘Set
random' button. The chosen
password will be displayed below
the field for your reference. The
‘First name" and "Last name’
parameters are optional.

Press the "Quick Add® button to

create the account using the
default settings (inherited from

ii. Go to Mailboxes and Groups->Mailbox Management | 85 ZIE{ 55 FIEL (440 -> #iFE &

Reporting  Quarantines  Allow/Deny Lists  Policies  Settings. " “Mailboxes and Group; o

S
Mailboxes and Groups > Mailbox Management
Add / Delete Mailboxes

Display @ Rows Keyword (support wildcard ™* ‘ l [Any Domain

Primary Email Address

21testuser@absolvo.net

3edskub@absolvo.net
aatest@absolvo.net
admin@absolvo.net

arc bsolvo.archive.sentry-eds.com

bestel@absolvo.net
dannytest@absolvo.net
demoadmin@absolvo.net
demoadmin01@absolvo.net
demoadmin02@absolvo.net

Group Membership Login On Behalf

] 8
) s
L] 8
& =
L] 8
Y =
B 8
Y =
B 8
B =

ii. Click “Add / Delete Mailboxes” | #—F “Jhn/fHksE5E”
iv. There have 2 method to add user mailbox [ 2 {iE 5 ;£37% 00 H B #5E

A. -Click “Add Mailbox” | B5%& “SRhNEFE”

| search |

Delete

000000000



HONG KONG

BROADBAND NETWORK

Reporting Quarantines  Allow/Deny Lists Policies Settings Mailboxes and Groups

Mailboxes and Groups > Mailbox Management

Add Mailbox Add Multiple Mailboxes Multiple Mailboxes Delete 7
Email Address l newuser |@|‘0"9°"m'ﬁ’—"“|
Password ’ ssccee |

Verify Password | ooooo.| |

Group |W'|
[Aca Moo | [ Coce

-Input the Email Address, Password, Verify Password | #isi A ZBBEirdl » ZBHE » FESLEES
-Group: Select “Everyone” | 3 “FrAa N 4H
-Click “Add Mailbox” | B:% “JRINEFE"

B. -Click “Add Multiple Mailboxes” |E5#& “ N2 (EE 4"

Reporting Quarantines  Allow/Deny Lists Policies Settings Mailboxes and Groups

Mailboxes and Groups = Mailbox Management

Add Mailbox Add Multiple Mailboxes Multiple Mailboxes Delete

Please add one email address per row without other symbols,

newuserl@absclvo.net
newuser2 @absolvo.net
newuser3@absolvu.net

E—
[[Seve | [ concet |

-Input the Email Address | i A BB E {1741

(Please add one email address per row without other symbols)| (& RII—{EET4
HHMFFSRAVEE AL )

-Click “Save” |Z5# “{f7F"

(As user can access the console by Spam Quarantine Report directly,

the creation by this method do not need to set the password) | ( F§FET] LLEHR & =T
RE R - SR AR EN R BN )



&5

BROADBAND NETWORK

2. The Manage Domains Tab | “ &fHiE" I

When first entering the Domains tab, a list of the previously defined domains is displayed.

EE-THEA T BEER > gRURCATE RS -

Alphabetical List Search domains
# DOMAIN NAME ACTIONS
Manage Domains 1 trialll.absolvo.net O DISABLE AT

2.1. Domains General Confiquration | IfjEE &8 2 ff —He i &

The Manage Domains > General tab allows system administrators to set the running services for a
specific domain and other domain related parameters.

B> “EAT B T RRE B R e IR R E T AR H A A AR R

W

B E

Back to: Manage Domains

DOMAIN MESSAGE MESSAGE ACCOUNT PUBLIC FOLDER STORAGE
ALIASES FILTERS APPENDER DEFAULTS DEFAULTS i

Settings
Domain name: trial1l.absolvo.net
Assigned IP: 0.0.0.0

Include this domain's accounts in the public address book
Include this domain in WebMail's domain selection list

Default Timezone: | Asia / Hong Kong

Default Language: = English

Should you like to have the accounts created for a specific domain included in CloudMail's public

address book, make sure to have the corresponding option checked.

If your Default Language for users is not English, you can change to corresponding language. It will
change the Default Language of WebMail.

WRARER —(ERF ERVIER > AFEAEZEEA AU WA AIRE - 555 IR E T A EAYEIH -
WERIRAIE FHETHRRGE S A REE - IR DAUHREIHIERRE S - CEEERHNVTHERES -
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Services

Services enabled for this domain:

SERVICE NAME ACTIONS
@ SMTP Receiving

@ SMTP Sending

® rop3

® map

@ Remote POP

® webMail

The services section displays the list of domain services and their current status. To enable or disable
a service, use the respective buttons corresponding to that service's name. Please note that at
domain level, only services affecting domain behavior are displayed - SMTP Receiving, SMTP
Sending, POP3, IMAP, Remote POP and WebMail.

AR RS SR B R Y Th BE BB AR S A E M0V & FidREE - ZERUHEER IR - (5 F e s iR A i A A
[ERET o FEFE > TG R BURE B TIRe S B AR T BOVARTS - SMTP Bl » SMTP #3% » POP3 »
IMAP - #%fE POP

#1 WebMail -

Catch-all

() Disablec
A

Emails sent to non-existing users of this domain:
O Reject
Redirect to Public folder

Redirect to Account @ trialll.absolvo.net

in folder: INBOX

System administrators can further decide how to treat emails sent to users that do not exist in the
edited domain within the Catch-all section. The available option in the selection box are to have them
rejected, to redirect them to one of the existing public folders or to redirect them to a catch-all account.
If the emails are redirected to an account, you can also specify a folder for the emails to be stored in,
using the Change folder button.

ZMUE T R o] DEGRER I P YT B0 5 M — 2D TR e A ] pr B (3 X BN AERY A 5 - A AR SETH e
FERAE - EMMHESE - TEMEE R —EFEARAIERE Sk MEE W E—(EEEH RIS -
WEREEWEE A E—(EIRE - R AT DS E FREE— (&R avEfE - R “SEeEriae szt -

Groupware

Groupware is currently enabled for this domain DISABLE GROUPWARE

10



&5

BROADBAND NETWORK

From the General page administrators can also enable or disable groupware functionalities for the
currently edited domain. The current MACL Support status is displayed, the action displayed by the
button is opposite to the status. If you clicked the button by mistake you can return to the previous state
by clicking the Undo link.

PEH R H S 2R ] DURy B RT4R B VISR FH B FH TR hRE « BAE MACL SRR AR AV SHEU #2
TEARRE o WIRIREERRTE T8t IROTDURIAIEIDARTAYARGS - 28 BEES RPN s -
Info

Domain created on: Tue, 26 Feb 2013 19:12:27 +0800
Last modified on: Wed, 27 Feb 2013 20:17:07 +0800

Loaded on: Thu, 18 May 2017 00:36:47 +0800

The Info section displays specific date and time details about domain creation, modification and the
last login.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

BB BN E I AN - (B0 sk H HAFIRF A Ve &R - B
SERVIC BB LS > ST “RERE 1% (REEATMEYE L -
2.2. Defining Domain Aliases | T Zi5 Rl 44

The Manage Domains > Domain Aliases page allows system administrators to create a list of
aliases for a certain domain.

I 44 B A A B B — (A R T -

Back to: Manage Domains

_ DOMAIN MESSAGE MESSAGE ACCOUNT PUBLIC FOLDER
R .
GENERAL ALIASES FILTERS APPENDER DEFAULTS DEFAULTS SEORACE

Manage Domain Aliases

Existing aliases for trialll.absolvo.net: testdomain.com 4+ ADD ALIAS

#  ADDRESS ACTIONS

1 aliasdomain.com [ DELETE

The page displays a list of previously defined aliases. Each can be edited using the text field listed
under Address. To delete an alias, use its corresponding Delete button. To add a new alias, type its
name in the upper right corner text field and hit the Add Alias button.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

% HIEBR e E BAVAIE R o BRE A HS AT DLGRER LAk SOARIRAL - BEMHERAE - SRR FAEERY MR
75 - BRI — RIS > A EANXATRBEACH AT RN AT i e

B EEE2 Y iG] RERCE” 8l REEHTBETER -

11
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2.3. Domain _Messaqe Filters Page | JkE} {EEGIGFE

N

The Manage Domains > Message Filters page helps system administrators create and manage
incoming message rules for a specific domain.

Important!

Domain level rules for this domain will run after any existing Server level rules (common
actions) will be overridden

When first accessing the page, a list with the already defined rules and filters is displayed. Both lists
can be minimized or maximized by clicking the list name bar. Each message and filter has a
Enabled/Disabled status displayed and next to it, the Enabled/Disabled button displays the opposite
action of the status. Priorities between enabled Message rules can be changed using the up and
down arrows under the Priority section.

B> B A i U H A A S S B E B AT AE B — (R E A AR A -

HE !
IR R AR AR A T TAE (L 3R ARV IR ESSUR AT (—fEHE) s

B XEHE - EERNHAITIE R U5 BT EETR - B RIE 3 1T DUS B RS2 sy 2
N ABBREARAL o BB AR AR A —(E BT /S AR R B A & 55 B AV BT [ 25 A s R Y IR ARG
MSHY R0 - (EFR EANE A5 - ARIRB ST ER S (B JelR P Z PR ED AR I T DAY -

Incoming Message Rules

# NAME STATUS ACTIONS PRIORITY

N

spam

N

Funnies

To add a new rule for the configured domain, click the Add Message Rule button. They can be
deleted or further configured using the Delete and Edit buttons. Type a name for the incoming
message rule in the Message rule name text filed and check the Enable this incoming rule option
to activate it.

BRI — (T AR AAC B - 2 — MRS AR Rz - AT AgeMIPReCE— 2P (R “MHER™ A “4RiE”
st o FEEARR AT SCASEA A BN AR I g A —(E 347 > B BUHELE AR AERREBEE -

12
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General Settings

Message rule name: | Spam

Enable this incoming rule
Matches
For incoming messages that match |~ ANY of the conditions below

Subject Contains replica

Subject Contains casino
Actions

Perform the actions below:
Delete

=+ ADDACTION

Further select if the messages filtered should match all or any of the defined criteria set below. You
can add as many conditions as you wish by clicking the Add Condition button. Use the Add Action
button to define the actions to be taken if an email message matches the specified criteria.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

H—DEEE - MR R U S E BT E AR - ] DUBEEREE “TRINMRME" TR
REZHY

ZHIRIT o (ERIRIIBNFHZ HIACE AR BET S F5 ERI R Z R I TED -

1

Bk

SIECECEELES Y ST TRERCE" 1 RETFTHEETER -

N

rN

13
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2.4. Configuring the Message Appender | il B &UENI T E.

The Manage Domains > Message Appender page allows system administrators to create an
appender that will be attached to all messages sent by the respective domains.

B> FRUENIIH et AU E B B Al S ia & s AT A i -

Back to: Manage Domains
" DOMAIN MESSAGE MESSAGE ACCOUNT PUBLIC FOLDER e
o ALIASES FILTERS APPENDER DEFAULTS DEFAULTS T
Message Appender

Enable Message Appender for this domain

Append the following text to all messages sent from this domain:

My Company
contact@mycompany.com

t'sit, I'm done

SAVE CONFIGURATION

To have the text you want appended to all sent messages, check the Enable Message Appender for
this domain option and edit the text in the available text box.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

WREEIESCF SIS A Sk nyE - SRRV EM SR EIIEEE » WA T B dRiE &
B BB sG] RECE” 8l REEATIBETER -

14
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2.5. Manaqing Account Defaults | & HIE S EEEH

The Manage Accounts > Account Defaults page defines default values for the parameters that will
be automatically inherited by all new accounts and account classes, and can be explicitly set
(overridden) in the advanced configuration of the respective account or account class.

The page gives access to three different sub-pages:

General - allowing system administrators to set running services to be inherited

Quotas and Restrictions - enabling admins to set certain limits for mailbox level, folder level,
notification, password policy, etc.

Message Filters - allowing the creation of message rules

EHIR S >R BEEHE B2 EG BB KT ARTHIR SR EE - ATDUEEGRE (FE) ESE
e = BR PR = AR B T Y TR E -

Hmfeft 7 =~ FE T A
AL - AT ARSUE T B B AR T AR R 15

FCERRIFR G - (2 BRSBTS AR I /KLE - BRI - A - H5RES » F5F -
Erantaiea - RaTAlREFARAl

2.5.1. Account Defaults General Parameters | [iE =BT 208

The Account Defaults > General subpage lists the currently enabled or disabled services at domain
level. When such a service is stopped or started at domain level, the accounts within the specific
domain will inherit this configuration.

THECR = > AT H S H T & RTC RS R ISR RS - & SRR G A E I 4R A 4 1k SR @)
MR NHY R E SR R I -

Services and add-ons

Basic services for this account class:

SERVICE NAME eons
@ SMTP Receiving

@ sMTP sending

® por3

® map

@ Remote POP

@ WebMail

To enable or disable a service, use the respective buttons corresponding to that service's name.
Please note that at domain level, only services affecting domain behavior are displayed - SMTP
Receiving, SMTP Sending, POP3, IMAP, Remote POP and W ebMail.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

15
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AR H BRRRIL IR A ERRY - 18 - EEARS  REERBBRIESHZEITRS
- SMTP #UZ - SMTP 8% - POP3 - IMAP - =72 POP #] WebMail -
EMTHEEELESYH - B “RERE” 12 - RELPRMAVER -

2.5.2. Configuring Account Quotas and Restrictions | fir &g AT
BEFIPR

The Quotas and Restrictions subpage contains parameters relative to mailbox and folder level,
notifications to be sent to account users and restrictions imposed at domain level for all created
accounts.

FC BRI PR A1~ B T P B 5 B S BB RE R R R SR B i I 3& A B AT AR SRR BIAVIR PRI &
FFRA -

Managing Account Quotas | & HIiE SH4H

Quotas

Mailbox Level

Limit total mailbox size to: | 1 GB (values: 0-4294967295 KB)
Limit total number of folders to: 1000 {values: 0-100000)
Limit total number of messages to: | 500000 (values: 0-100000000)

Folder Level
Limit each folder size to: (values: 0-4294967295 KB)

Limit total number of messages to: | 100000 (values: 0-10000000)

At mailbox level, the total mailbox size, the total number of folders and the total number of messages
can be limited by selecting the respective options in the Mailbox area and using the up and down
arrows to adjust the limits to the desired value. For the total size limit, use the available drop-down
menu to select if you want it calculated in KB, MB or GB.

At folder level, system administrators can set limits for the size of each folder and the total number of
messages per each folder by checking the respective options in the Folders section and using the up
and down arrows to adjust the limits to the desired value. For the folder size limit, use the available
drop-down menu to select if you want it calculated in KB, MB or GB.

RG> BN BERIONDN B AVAREUE P IRAIAY - BEEAHEEIRAVELRE - MR R B
N RTEEACHR SRV SR E R FTRRAVE o ARIRAELIKB - MB B¢ GB st REAEAREAYIRE] - wI(EH T I DhRE S8
e

TEE R » 2408 8 ] DLst B SHE BRI A NI B R AR B (48 ke & Y BRI PR 1
%ﬂjﬂj [EJL%&%T%Eﬁ%éﬁ%ﬁﬁ%é@@éw%ﬂ o WISKIRAELL KB » MB 5 GB FHHEERIRAIA/N » AIEHT
L ﬁE di °

Notifications

Motify user when usage reaches | 90 % of allowed quota (webmail popup)

Also send a notification email each time the user logs in but not more frequently than every
(values: 60-43200 minutes)
Restrict user from sending emails when usage reaches 0 % of allowed quota

(max value 100; must be higher than the quota usage warning value)
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To have account users notified when they reach a certain level of their allowed quota through a pop -
up displayed when accessing the WebMail interface, check the respective option in the Notifications
section and use the up and down arrows to increase or decrease the default percentage of the quota.
When this option is checked, the users are also notified at every login. You can set the frequency of
these login notifications using the up and down arrows corresponding to this additional option. To
select if the respective value is calculated in seconds, minutes, hours or days, check the respective
drop-down menu.

EIRFHYH P RS —E A /KR > i@idsTEE Webmail i pREIG & BURACGEAIMT > £ @A

— 8 > WAREAHRERYBEEIS (58RI E T i B A e RERGE AT RCBHEL B - &S (EEIH e - K
A DB IS L Sl AR - BAE R B S5 o E BN T H TR RIEEH A EER
Poig > 287788 > S/ NRFERER -

Configuring Restrictions | it & [EE]

Password policy

Enable Password Policy enforcement

Password Expiration

Sessions

Password Policy Enforcement | 2585 SRl & i

System administrators can define a Password Policy to be enforced when an account is created for
a respective domain. First of all, they can set a minimum and maximum number of characters for each
password, using the up and down arrows or editing directly the text field of the Password length
parameters. They can further select from the Password must include drop-down menu if passwords
should include letters, letters and numbers or letters, numbers and special characters. Password
Expiration can also be defined by the text fields.

ZAUEH S A —(ER P iSRS I AT DUE 2 B IR T © Bt > M DI E S EE e i R
RETFTCEL > (E [ EANE TR e B R R A S AT I R RIS 8 - 20 ] USRS
A

RS MIATRER - FBEE ST FOCFRIRIB i s & - B AIRIRTIT - S E It ey
LU

BN VA RYEE

Session restrictions | EEEH]

The number of POP3, IMAP and WebMail sessions can be limited for all accounts of a certain
domain. To select the desired value, use the up and down arrows or directly edit the text fields
pertaining to each type of session. POP3 and IMAP sessions take values from 1 to 16, while WebMail
sessions take values from 1 to 2048.

POP3 > IMAP #i1 WebMail & 5h# 8 ] DRI FLERE ST AR = - SEERTFRAVE » FEME L
1] T 7 5E B EL PR AR R Y SR A B ALY & 55 - POP3 AT IMAP GaE{EAE 1516 > - [
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Webmail &&EERE 1 5] 2048 -
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WebMail Restrictions | WebMail BEH

WebMail

Minimum allowed HTML body filtering level (use the slider to change the value)

To limit the size of email message attachments, check the respective option in the WebMail section
and use the up and down arrows to select the desired size. To have the size measured in KB, MB or
GB, use the available drop-down menu.

Use the up and down arrows of the Limit number of attachments per message option or edit its
corresponding text field to set a maximum number of attachments allowed to email messages sent or
received from any account using the W ebMail interface

Check the Limit message size option to set a maximum size for sent and received messages
through the WebMail interface. To do so, use the up and down arrows to select the desired size or
edit the corresponding text field.

The Limit number of recipients option allows you to configure a maximum number of recipients for
WebMail email messages using the up and down arrow to select the desired size or editing the
corresponding text field.

To set the HTML Body Filtering Level for all domain accounts when connected via WebMail, use the
available slider. The HTML filtering levels stand for the following:

No Filtering

Low level filtering - converts the message to standard XHTML

Medium level filtering - generates the email body based on a list of known/allowed attributes
and tags. Anything that is not on this 'allowed list' is removed. This level removes java script,
styles, etc.

High level filtering - generates the email body based only on text components. This means
that only plain text components remain in the message. This forth level is the strictest and
may actually damage some formatting, but it is also the safest.

BRFFEEL RN AT2% WebMail —f - {5 [m)_LATE T 5 S ERRT R AR/ - M usThgE
*H
KB > MB @ GB iy A/ -
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Remote POP Restrictions | iZf2 POP R

Remote POP
Maximum RPOP accounts that can be defined: 4

Minimum message retrieval interval: 10 minutes

System administrators can limit the number of remote POP accounts defined by account users. To do
so, use the up and down arrows to select the desired size or edit the corresponding text field.
Additionally, you can specify a minimum interval between two email retrievals for each RPOP
connection. Use the Minimum message retrieval interval drop-down menu to have it calculated in
seconds, minutes or hours.

a8 ] DR EL POP IRFPER M PRIELE - ZMEE & > shfEHE _LRIE N RrBdEeEn
AV A NER R EE A FE R SOASRR L - SRS - S8 o] DUTS 2 W (R 1B MR Ryl RPOP 8132 7 A B S ]
0% - Fs/ DAVE R R RS - MUSDIEERTAR - s NRETE -

Temporary Email Addresses Restrictions | F&HFEE T~ & 253k AIPE ]

Temporary Email Addresses

Enable temporary email addresses
Max number of temporary email addresses: 4

Delete temporary email addresses after: | 1 days

The administrator can set some limits on the usage of temporary email addresses. A user may
request maximum 16 temporary email addresses (aliases). If the limit is set to '0' the 'Add’ button in
WebMail (in the 'Temporary Email Addresses' section) will be disabled but old temporary email
address will still be available until they expire or are deleted. The time period from the creation of a
temporary email address to its automatic deletion can be set between 10 minutes and 1 year.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

BB ] Dl B — LL R (6 FHAVER I 88 T 2 S bk - (8 & A DLEE oKk % 16 (IS 88 1 5 %5 ik

(b %) - WRIRFHEER “0” > f£ WebMail #y “JRH0" #%8 ( “EeirfE TE#ay " —&1) Rt
> ABEERYREHG T EEF L (PR AT AR A - ESIEISHEMER - T DAEEAE 10 Jr8#s] 1 SRRV A Al
f— (R A B B ar i bk H Eh R

ERSGERICEELSE > IRT RERE” 28 (RFEERTHBEIEX -
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2.5.3. Managing Account Filters | EHIE @it 220

The Manage Account Defaults > Message Filters sub-page enables system administrators to
create and manage incoming message rules at account level.

Important! Account level rules will run after any existing Domain level rules and Server level rules
(common actions will be overridden).

IR TR E > B A iR sUHY T HIA - (F RS E T B RESa A A E B U R Ay = (AR RIAENR = 45031 -
B | MR AV AR E TR IR A SR IR R AN E IR S SRR (EEIVTER R E) -

Incoming Message Rules

#  NAME S5TATUS ACTIONS PRIORITY

.
m
]
™

I

When first accessing the sub-page, a list with the already defined rules is displayed. Each message
rule can be deleted or further configured using the Delete and Edit buttons.

Each message rule has a Enabled/Disabled status displayed and next to it, the Enabled/Disabled
button displays the opposite action of the status. Priorities between message rules can be changed
using the up and down arrows under the Priority section.

To add a new rule for all domain accounts, click the Add Message Rule button. Type a name for the

incoming message rule, use the Message rule name and check the Enable this incoming rule
option to activate it.

ES XM THHGE RO ERRAREE - FEEEHEAIITLIER MR R “4wEE" f e
Pre#E— b HCE -

BEEER A —(E B 2 RHIRRR DR © 55 22 0 B 55 P H s BRI R REAR S AR - (A 1 A
6] NETEE - ARARE SN E Sy - (B 2 R R E AR R o] DAY -

TR —(ER AR AT R AR = - 25— "0 SRR e - S A AB AR AR AR o (8
FI ERFARE AR - Wb i S AR AB BB E & -
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General Settings

Message rule name: | Meetings

Enable this incoming rule

Matches
For incoming messages that match | ANY of the conditions below
Subject Contains
W
meetings
-+ ADD CONDITION
Actions
Perform the actions below:
Copy to
_E.,
Meetings

-+ ADD ACTION

Further select if the messages filtered should match all or any of the defined criteria set below. You
can add as many conditions as you wish by clicking the Add Condition button. Use the Add Action
button to define the actions to be taken if an email message matches the specified criteria.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

PR WIREM T EIE S ST ERAIFRERH T © AT DURIIEE ATRE ZHIBRA: - QIR E T-Hi:
FrEfEERRE - (REGEEEEEE IRINBRCE" $%28 - (ERARIIR (RIS s A E 2ol ZRR AT ED -

ERSGERICEELSY > BHT “RERE" 4l - (REERTBETEX -
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2.5.4. Man

Defauits | !chF}E é*{fF/Llﬁl{fF BE%HE’J PRt B

The Manage Account Defaults > Send/Receive Restrictions sub-page enables system
administrators to define and enable or disable sending and receiving restrictions that can limit the
domains and subdomains emails are sent to or received from. Additionally, they can create limited
lists of recipients and senders that can or cannot send/receive emails.

”QfEFTTF}E?EEQEQ§>?%}:/?§LI§ZIZE?FU?EE@%%mfiéE‘E%’]ﬁ#ﬁai’[ﬁiﬁﬁﬁ?ﬁﬁﬁﬁﬁ%ﬂ » 1] DABR R+
Zi’z%ﬁ@ﬁg;}g%@ﬁ* EEFIHRUL - BEAh o M fE T DLATERE TR » AJDABCAR e a2t [HEUEE TSR (4R
[12¥ [

Message Sending Restrictions | &zl AR

GENERAL MESSAGE FILTERS
Restrictions
Message Sending
Allow sending a maximum of = 1000 messages (values: 0-100000)
with a total size of | 100 MB in 1 hours values: 0-1048576 KB [ 0-360000 seconds)

Limits imposed to send messages offer system administrators an easy possibility to prevent account
users from generating spam. They can thus set a maximum number of messages, their total size and
the period in which these are sent using the up and down arrows to select the desired size or editing
the corresponding text field. To have message size calculated in KB, GB or MB, use the respective
dropdown menu. The time frame for the maximum number of messages can be set to be calculated in
seconds, minutes, and hours, using the corresponding dropdown menu.

PRl 5 Ay (45 20 P SR L DAY 108 P& R AR MIRED (A » A » At P BT DASS B AR/ N HIFE A
K BEHAHE (BRI E LAE T 7 [ R B R AT IR Y AN R AR FE R SO AL 38 2K - (58 AR ERY T L
ADIRER &L KB » GB » MB » BV EIEHTHE R/ - HEHVRAME - (EAHER T usiThreR ey
RPN P DA B R ARD » Sy s8N NRFa T3 -
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Send
Enable send restrictions

Domain option

Exceptions:

Receive
Enable receive restrictions

Domain option

Exceptions:

The administrator defines the following options:

Enable/Disable sending restrictions
o Allow sending only to the same domain
= Allow sending to subdomains
o Allow only recipients /Disallow recipients
Enable/Disable receiving restrictions
o Allow receiving only from the same domain
= Allow receiving from subdomains
o Allow only originators /Disallow originators

Restrictions apply for messages sent from:

WebMail: An NDR will be returned if the destination address is not allowed.

o O

matched.

SMTP/Outlook Connector: The 'RCPT TO' command will yield a permanent error, if

o Sendmail wrapper: An NDR will be returned if the destination address is not allowed.

EHEERTLUTEH

B/ 5 38 K IR
o JuaTHEEE[FE (i
" ETEREAAYTIR
o FEFHRAWEAN A REFUEA
B/ AR B R 1
o HEFRECK A [F—{Ek
" REFEECRE T
o HAEFRAI/ZEEFA]

P Al FH 7 SR M R

o RIEHEF LR HAVHEEEA FLEF 0 NDRKHIZRIE]
SMTP / Outlook 7255 * AIFVLAC - RCPT TO iy ik 2E— K A MERVEER -
o Sendmail FyEE 415 HAVHEELZEA 70T - NDRIRFER ] -



&
HO N: 'K%;?HG

BROADBAND NETWORK

3. Manage Accounts Tab | “EHIEE" #EIHH

When first accessing the Manage Accounts tab a list of existing domains is displayed. To be able
to manage the accounts first select one of the existing domains.

EHE-IGHM EHEIRE" BHE RS GLUSEEBIREARIE o B TREWEEIRS - B ERARE -

After selecting a certain domain, the list of previously created accounts is displayed. To run a
search for a specific account, use the Account Search field.

BEEREIR - TR IR PR R S BRI - BB TR — (SR E HIIR P 6 IR PR -
Manage Accounts

Alphabetical List Search accounts

DOMAIN # ACCOUNT NAME ACTIONS

1 demo & EDIT ol DELETE

Filter domains

2 postmaster £ Epit
trialll.absolvo.net =

3 user(l & o Th[ DELETE
trial12.absolvo.net

4 user(2 A EDIT | Ti[ DELETE

5 userd3 & o ] DELETE

6 user4 £ o | To] DELETE

Domain 1 of 1

Show 50 accounts per page

To edit an existing account, use its corresponding Edit button, to delete it hit the Delete button. In
order to create a new account, hit the Add Account button.

B —ERANIRE - SEMAEMHEN "R i EMERTE — TMERZ - & T Al (EHHY
W= 5T “ARIRET f28 -
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+ ADD ACCOUNT

Domain name: trialll.absolvo.net
First name Last name
Patricia Miller
Account name: Patricia.Miller @trialll.abso...
Account password: | ssssssss SET RANDOM

The password has been randomly set to: JLHflf66
Basic account type

@ Account setttings are inherited from the domain defaults

ADVANCED CONFIG QUICKADD

The domain you are creating the account in is displayed in the Domain name field if you have already
selected a certain domain. If you press the Add Account button prior to the domain selection you will
have to type the desired domain. Specify a name for the account you are creating in the Account
Name text field. Type a password of choice in the Account password text field or click the Set
Random button to select a random password combination. When using this button, the randomly
assigned password is displayed under it.

If you are done configuring the account hit the Quick Add button. Alternatively, should you prefer to
further fine tune it click the Advanced Config link. This link and the Edit button of already configured
link gives access to four configuration pages, General, Quotas and Restrictions, WebMail Options
and Message Filters.

ICIEAE R IR FAEDIRE S BB SR T BUR AV IIRE B R R - AR IRE AL T AR E S8 - 125K
BEE IR T 2 AT o (R A APTRRAYIHREEEAAE o HIEAEAIERIIRE » EIRF SR
(A6 E—E4TE - WRE G AR b i A ZiS OV ebEts — T BB sl - B E (Y
EAE - (R B i IVETSEUEEZ T -

WREEREFIRE o7 “RERI 750 - 50 > WREEE > FHE "SHRKE" H#HE > U5

fEH - CAFCERRML 7HEEEN “GmiR” LA 4 (EECEHI ~ B - BCEAIRS] - WebMail EETHA]
M B ERiE -

27



&5

BROADBAND NETWORK

3.1. Accounts General Page | IE S EF#EH

The Manage Accounts >General page allows system administrators to configure basic account
settings such as the account name, password and also displays general information regarding the
account in question.

EHIRFE>EMRE S AN EH AREALKE - AIRFH - B > FERFEER —RE IR S HEY

=]
fejiE -
CONTACT ACCOUNT QUOTAS AND WEBMAIL
INFORMATION ALIASES RESTRICTIONS OPTIONS

Settings
First name Last name
Patricia Miller

@ You can edit this user's personal data in the Contact Information section

Account name: Patricia.Miller @trialll.absolvo.net

Account password: | sssseses SET RANDOM

Publish this account's contact info in the public address book

Inherit configuration details from: | trial11.absolvo.net default

trial11.absolvo.net default
Management

Marketing

Sales

Use the First name and Last name text fields to modify the name of the person the account is
created for. The account name can also be edited in its respective text field.

To change an account's password, either type another one in the Account password text field or
click the Set Random button to select a random password combination. When using this button the
password randomly assigned is displayed under it.

To select whether the default settings established at domain level should be inherited by the account

you are currently managing or if the account should be associated with an already defined account
class use the Inherit configuration details drop down menu.

{5 FH A A BRSO (BT BT RIIR P 447 - 3R P20t - ] DR B A SORRINL R - Z25F

DR FHYETS - S AR S E SO SE s — M Bl - B (A RaE S - (EH %
S IO B RS EUREEZ T »

ORI B S B e A TE M K (S H ATE ERRVIRE - SRANSREZ IR E B 7 SR = A8 4
RECER A& Y TR -
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Services

The services below have been set explicitly. Reset to inherited from trialll.absolvo.net account defaults.

Basic services for this account:

SERVICE NAME ACTIONS
(©) sMTP Receiving O
(©) sMTP Sending O
@ rop3 b

@ mar O
@ Remote POP b

&) webMail O

The services section displays the list of account services and their current status. To enable or disable
a service, use the respective buttons corresponding to that service's nhame. Please note that at
account level only services affecting account behavior are displayed - SMTP Receiving, SMTP
Sending, POP3, IMAP, Remote POP and W ebMail.

ks E R BURIR P AR R E M E BIAIRES - ZERUHEEEAIRTS » (FAZ RS - SITERAH e -
AR > R FE G SR EIRST T B - SMTP #2% » SMTP #¢3% » POP3 » IMAP » 7Zf2 POP I
WebMail -

Info

Account created on
Account modified on
Used quota
Message count

Folder count

Last Login Detailed Info:

IMAP
never

WebMail
never

ActiveSync
never

Mon, 28 Aug 2017 17:54:19 +0800
Mon, 28 Aug 2017 18:04:55 +0800
0KB

0

13

POP3
never

Outlook Connector
never

The Info section of the account displays details referring to the creation date of the account, used
guota and time, date and IP coordinates of the last logins to the respective accounts through IMAP,
POP3 and WebMail...etc.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.
TEMRSRE NEL > BURE IR P HYECER - AU H BAAIRERE] - IMAP - POP3 » WebMail % iz %5 i 1% & #% IP
R AR A AT, -

B EEE2 Y iG] RERCE” 8l REEHTBETER -
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3.2. Contact Information | BE2& %okl

The Manage Accounts > Contact Information page allows system administrators to edit the
Contact Information (i.e. Name, Contact number, Address...etc.) of the user account. The
contact information will publish in the address book in your domain.

EHRIR PR &R H I T RS EE BB A aias &R (RS - B sEss Ak
%) - EENERUR RS H AL EE -

Editing Account Contact Information | {&14 {8 FH &RV &R

GENERAL CONTACT ACCOUNT QUOTAS AND WEBMAIL MESSAGE SEND / RECEIVE
INFORMATION ALIASES RESTRICTIONS OPTIONS FILTERS RESTRICTIONS

General Info

By default, all the information in this page is set to be published in the public address book.
If you don't want this information published, you can control this either for this account only (go to the General section) or

for the entire class of accounts (at the account defaults or account class level).

Full name
Title:

UPLOAD PHOTO
7 DELETE . -
First name: Patricia
Middle name:
Last name: Miller
Suffix:

Email address:

Mobile phone:

When you are done configuring these parameters, remember to hit the Save Configuration
button to preserve your changes.

SLfRT “IREFICE” %8 - IREEPTEY R -

IR RECEELE 2
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3.3. Account Aliases | IE%E R4

The Manage Accounts > Account Aliases page allows system administrators to create a list of
aliases for a certain user account.

EHIR >RSI H Rt SRS EH B AR R E EHEIRE AR RIS -

Account Aliases Management | IE5%HI32& 2

~ CONTACT QUOTAS AND WEBMAIL MESSAGE SEND / RECEIVE
calail INFORMATION RESTRICTIONS OPTIONS FILTERS RESTRICTIONS
Manage Account Aliases
Existing aliases for user0l@trialll.absolvo.n...: dlim,]
# ADDRESS ACTIONS
1 abc.100 4] DELETE

An account alias is a secondary account pointing to the account you are editing. For example, if you
are currently editing the account userOl@trialll.absolvo.net previously created and you add
alias@trialll.absolvo.net as an alias, all emails sent to alias@trialll.absolvo.net will be delivered
to user01@trialll.absolvo.net.

REMZZHEREELEFBENIRERERE - Fl41 > 4058 4 IE1E 4 i85 50 7l gl Z ik =
userOl@trialll.absolvo.net. » {F & — (@ Bl 44 /R /& 1 alias@trialll.absolvo.net » 2% % #
alias@mycompany.com - Fi A & {47 {E R E] userO1@trialll.absolvo.net -

Each of the previously defined account aliases can be edited in the text filed or deleted using their
corresponding Delete buttons. To add a new alias, type its name in the upper right corner text field
and hit the Add Alias button.

Bl S A E FE ARSI 44 T AR BRAY SCA SRS S M bR HAR AT ER% 6 - BRI —(E¥AY R4 - A
ARSI A ERIRIERIFT TRIA " fdt

# ADDRESS ACTIONS
1 abc.100 ToJ DELETE
2 alias iﬁ JELETE

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

ERSGERICEELSY > IRT RERE” &8 (RFEERTHBEIEX -
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3.4. Configuring Quotas and Restrictions | i & ZEA1EE

The Manage Accounts > Quotas and Restrictions page contains parameters relative to mailbox
and folder level, notifications to be sent to account users and restrictions imposed to the account
being edited.

IR 5 > BUAR AR 6 & ERE IR RAY 28 0 SRiEENIFR G RIR =/ 2 m A s = -
Managing Account Quotas | % HifiE F %8

At mailbox level, the total mailbox size, the total number of folders and the total number of messages
can be limited by selecting the respective options in the Mailbox area and using the up and down
arrows to adjust the limits to the desired value. For the total size limit, use the available drop-down
menu to select if you want it calculated in KB, MB or GB.

At folder level, system administrators can set limits for the size of each folder and the total number of
messages per each folder by checking the respective options in the Folders section and using the up
and down arrows to adjust the limits to the desired value. For the folder size limit, use the available
drop-down menu to select if you want it calculated in KB, MB or GB.

R > EREA/N  ERIHDN B RIS mT A FE AV ED A I B T AR IR ZAM& R 1) AT
AT AR SR R B R AR AR - AISRIRARLL KB - MB B¢ GB FHE AT A T A ThRE R IR RIEATIR
il -

FEER T - 240 EE 8 A LIS AR SR T A NI BB RG] - $AHRE BRI oy

Y BRI o (o A [ A A S B AR AR T AR AV E IR - BN BRI R/ NR S > fER T ArslThRe
FE > RIEKB > MBE( GBEHE -

Notifications

Notify user when usage reaches 90 % of allowed quota (webmail popup) ®
Also send a notification email each time the user logs in but not more frequently than every @

(values: 60-43200 minutes)

Restrict user from sending emails when usage reaches 0 % of allowed quota @

(max value 100; must be higher than the quota usage warning value)

To have account users notified when they reach a certain level of their allowed quota through a pop -
up displayed when accessing the WebMail interface, check the respective option in the Notifications
section and use the up and down arrows to increase or decrease the default percentage of the quota.
When this option is checked, the users are also notified at every login. You can set the frequency of
these login notifications using the up and down arrows corresponding to this additional option. To
select if the respective value is calculated in seconds, minutes, hours or days, check the respective
drop-down menu.

L FH 53 Webmail oIS & b 722 1) — 5 Ay /K AR BT AR 58 L — (B PR AR AT - T2 a1 o) Ay AH e
BRI > SN (5 P 1) AT A B A i sk D R BREE o3 EL o IS (RS T - R F SRR
AL - fEemT DA A ] R T RTEE > DU DS B e R SR e i L B Bk VA - TR IERY (Tl
RER BHEMIEST EAE AT 8 - 2878 - AN\ ERRRAVE -
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Configuring Restrictions | it &R

Restrictions

Contact Information

Allow the users to edit their personal contact information

©

Password policy

Enable Password Policy enforcement

Password length must be between | 8 and | 16 characters (values: 1-32 / 16-128)

Password must include: | letters and numbers

When changing the password, reject the last | 3 used one(s) (values: 0-8)

Allow the user to change the password

OO0 O © OO

Require a minimum time interval of

between two consecutive password changes (values: 1-365) days

Password Expiration

Enable password expiration

© O

Password expires in from creation (values: 1-365)

Notify user at each login, starting from days before the password expiration (values: 1-365) days @

Password Policy Enforcement | 2585 SIS & i

System administrators can define a Password Policy to be enforced when an account is created for
a respective domain. First of all, they can set a minimum and maximum number of characters for each
password, using the up and down arrows or editing directly the text field of the Password length
parameters. They can further select from the Password must include drop-down menu if passwords
should include letters, letters and numbers or letters, numbers and special characters. Password
Expiration can also be defined by the text fields.

ZOUEHE A AT PUE A A —(EIR SRR B T IR - B o MM IR E R E E Ay R MR
REYFTTHE > (8 A BRI A 5 B e B RS iR A SO L T BB R Y28 - T DUE N ThRe
ifE— 0 BEHEEWmENALS > WREBECA SIS FOCT R ST 8 - BUNRT T - &
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© 06 0 6

WebMail
Limit attachment size to: 20 MB (values: 0-102400 KB)
Limit number of attachments per message to: | 10 (values: 0-1024)
Limit message size to: 25 MB (values: 0-1048576 KB)
Limit number of recipients to: 1024 (values: 1-2048)

Minimum allowed HTML body filtering level (use the slider to change the value)

) o High level filtering
o Medium level filtering
) ) Low level filtering
Mo Filtering

To limit the size of email message attachments, check the respective option in the WebMail section
and use the up and down arrow to select the desired size. To have the size measured in KB, MB or
GB use the available drop-down menu.

Use the up and down arrows of the Limit humber of attachments per message option or edit its
corresponding text field to set a maximum number of attachments allowed to email messages sent or
received using the WebMail interface

Check the Limit message size option to set a maximum size for sent and received messages
through the WebMail interface. To do so either use the up and down arrows to select the desired size
or edit the corresponding text field.

The Limit number of recipients option allows you to configure a maximum number of recipients for
WebMail email messages using the up and down arrows to select the desired size or editing the
corresponding text field.

To set the HTML Body Filtering Level for this specific account when connected via WebMail use the
available slider. The HTML filtering levels stand for the following:

No Filtering

Low level filtering - converts the message to standard XHTML

Medium level filtering - generates the email body based on a list of known/allowed attributes
and tags. Anything that is not on this 'allowed list' is removed. This level removes java script,
styles, etc.

High level filtering - generates the email body based only on text components. This means
that only plain text components remain in the message. This forth level is the strictest and
may actually damage some formatting, but it is also the safest.

VB A EE WebMail IBuEEEIHE Sy HTML T SCESEARA o (F AT FEFF - HTML E)E4R H1 3
TFTAE :

RGBS FATR N 2% WebMail — - (58 [m) AR T 3R SEERTR AT AN » M usTise
*H
KB » MB B GB A /)N -

{58 P 16 R ) T 5 B PR A A T B 7 23B T m  FE A SOAN R (L 2 55 L (6 Y Weebmaail o [T AL i
KBRS R B S X AR EMTIR S

FEE AR BEIE R B A A AN » i3 4E Webmail /A S AR IRATN B, - BEE B sBER R
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BRI RTER - BERATRRAY A N R A RE A SO AL -

Wt A B8 E PR AR TR o FASC B — {18 WebMail B8 3 i A A A8 o (58 ey BRI RATEE - BEETRR
YA NE 4w REAE FE R SO -

ST WebMail SUsziiE S 6y HTML IESEIss] + (s AREEF - HTML Msgiifs
BT P

&R AT AEE - SR R Ry XHTML

EERHTARTE - B/ ST MR E B AR B AR AV EE T B - (B A _EE(E T
SPFIZE B - FEafsl S EREY java B4 - B -

SRR - EEOSCATT AR TR IS - BRRE - AT R E. -
BRI ERERT > TREGHEE L8 HEt2mZed -

Remote POP Restrictions | iZf2 POP [E#l

Remote POP
Maximum RPOP accounts that can be defined: | 4 (values: 0-16) @
Minimum message retrieval interval: | 10 minutes (values: 1-10080 minutes) @

System administrators can limit the number of remote POP accounts defined by a certain user. To do
so, use the up and down arrows to select the desired size or edit the corresponding text field.
Additionally, a minimum interval between two email retrievals for each RPOP connection can be
specified. Use the Minimum message retrieval interval drop-down menu to have it calculated in
seconds, minutes or hours.

e EE B n DUIRG &N POP IRFEFRMFHVEE - FEES R > S A AR TSR
YRV INE AR ER A FE R SCAR L BEAD - 038 AT DUE 7 R (8 3 T B0 (e R Ry (| RPOP 3% 7 1A AR A ]
b - FE R E R AR IR > M IIsER A > EsNEETR -

Temporary Email Addresses Restrictions | F&HFEE T &2t hkAPR ]

Temporary Email Addresses

Enable temporary email addresses @
Max number of temporary email addresses: | 4 (values: 0-16) @
Delete temporary email addresses after: | 1 days (values: 3600-31536000 seconds) @

The administrator can set some limits on the usage of temporary email addresses. A user may
request maximum 16 temporary email addresses (aliases), if the limit is set to '0' the 'Add’ button in
WebMail (in the 'Temporary Email Addresses' section) will be disabled but old temporary email
address will still be available until they expire or are deleted. The time period from the creation of a
temporary email address to its automatic deletion can be set between 10 minutes and 1 year.

T ] DS R R A (3 P A B B T AL - (BB LI KRS 16 (BERNSE T-E A Ak
(k%) - MEREEEER 0" - 72 WebMail 1y “VRiN" #50 ( “BGiSeE TEZHA" —61) K
R {0 B RGBT A AL (A ST AR ECEUEIRSN S - ATDUGREAE 10 495 1 EAgIERY
P Al — (IR B T2k [ B -

ERSGERICEELSE > IET RERE” &8 (RECHTHBEIER -
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Parameter inheritance | 28K

Parameters or parameter groups that are inherited from the domain's account defaults are
automatically marked with the @ icon, When explicitly setting the value of an inherited parameter it

will be marked with the @ icon. Moreover, any further changes at parent level (domain's account
defaults or account class) will only affect inherited parameters, while explicitly set ones will keep their
value. You can, at any time, revert the explicit parameters to their inherited value, by clicking the
'Inherit' link related to the explicitly set parameter (orange) icon.

SyHRSWETRE TR e QBir - HENRE SROSHIE - ©ew
2 QB - #5h - (LRI BEIEEAE LS (SR P AT B U P

M) o AEREERNSE > BEEEN - R ORFFEE(E o G DR R - SRS 8k E HE
REE - B KT HGEEFGRENSE (BE) B -

This value has been set explicitly @
overrides default value.
Reset to inherited

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

il
%
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3.5. Account WebMail Options | WebMail IE #3518

The Manage Accounts > WebMail Options page allows you to configure an account's appearance
and preferences. These options can also be set by each account user from the WebMail Interface.

B> WebMail EE5H H i LT EECENR S HISNERI S 4 - EBEmEt e DU Webmail /1
BERFAHFRE -

Appearance Options | ¥MNER#EETH

CONTACT QUOTAS AND WEBMAIL OPTIONS SSAG EEREIHELETE
Al INT Mi FILT
GENERAL R CCOUNT ALIASES RESTRICTIONS = A RESTRICTIONS

Appearance

Theme
WebMail Standard WebMail

@ Neutral

Select the WebMail Theme that should be used for this account. It will apply to both AJAX WebMail and
Standard WebMail.

5E1E webmail FREDEEF F LR P E[E Y WebMail =38 - &5 Y AJAX WebMail #1 Standard
WebMail -

Language

WebMail language: | English

Display 50 messages per page (values: 10-500)

To configure the WebMail language settings for the respective account use the WebMail Language
dropdown menu. The available options are English, Chinese, Japanese, German, Spanish, Portuguese,
Italian, Danish, Swedish, Polish, Russian, Czech...etc . The default selected language is English.

You can specify the number of messages to be displayed on a WebMail (Standard Interface only) page
for the currently edited mailbox using the Display...messages per page dropdown menu.

FCE WebMail sES5CE f57E HUIRS - 55EH WebMail E= TN uThae® - AT HHVEEIEA S, - B -
HA
(858 - PHMLARE > WS 5 |ANEE - ISR - ESLEE o IR o GE o ETGEEE - BTV

= Bk
S B ULEE o

] P A e hsE R T AV E HREUR N B 5 E E AidR i HY WebMail (24 M) H A - ZERAVHE
8-
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Account Preferences | [RFEEETH

Preferences
Ask for confirmation on email deletion
Ask for confirmation on empty folder
Empty Trash on logout
Empty Spam on logout
Move deleted emails to Trash
Hide deleted messages

Save a copy of sent emails in Sent

Automatically check for new emailsevery | 3 minutes values: 1 - 1440 minutes|
Display notification when new email arrives

Request read receipt

Send read receipts | Ask

HTML Body Filtering Level (use the slider to change the value)

You can have a confirmation requested before deleting a message via WebMail from the currently
edited account by checking the Ask for confirmation on email deletion option.

Check the Ask for confirmation on empty folder option to request a confirmation on emptying a
folder in WebMail for the currently edited account.

To have messages deleted through the WebMail interface sent to Trash check the Move deleted
emails to Trash option. If left unchecked messages will be permanently deleted.

Allow the WebMail interface to check for new emails automatically for the configured account by
checking the Automatically check for new emails option. Use the available text field or its up and
down arrows to define the time frame and the dropdown menu to have the period measured in
minutes, hours or days. Check the Display notification when new email arrives option so the user
receives a pop-up warning when a new email arrives.

To set the HTML Body Filtering Level for this specific account when connected via WebMail use the
available slider. The HTML filtering levels stand for the following:

¢ No Filtering

e Low level filtering - converts the message to standard XHTML

o Medium level filtering - generates the email body based on a list of known/allowed attributes and
tags. Anything that is not on this 'allowed list' is removed. This level removes java script, styles,
etc.

e High level filtering - generates the email body based only on text components. This means that
only plain text components remain in the message. This forth level is the strictest and may
actually damage some formatting, but it is also the safest.
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(EE AR AR FIE R T B MR B AT DUAE WebMail i[5kl iy ZOR SR -

PR EERR B 22 BRI BRI W] DAAE. WebMail 75 22 BRI SR TR -

s Webmail o il bR ED (2] Uk % EMERAYELAF R B BE AR B - )R BB RV AR R
AR AR ©

fu¥F Webmail 11 - IRERTAFETHFLEQIRS  BREHRE - SHRERIE 0 -
P SR SCA L S LRI N ASRACE FIERIEZE » J7E [ asUoneETerp ALY /NiFsRat
Al - WEHE R AR SRR - S e (B -
ST WebMall SUtLiiyif = 1) HTML ESCBIS4RR] - BT AAT - HTML GBISSHI R
BRI -

&R AT ARE - E A R AR XHTML

SRR AR - B RS et RS MR SR FRAV R AR A B T B o (ETR LE(E s
FIZF P HEMHER o BEARRT P MIBREY java flAS > e -

SRS - R AT A R T B RIS - EERE - RSSO AELORE. -
EFRERRERE > TREGHEE S8 > HEtERET e -

Contacts Settings | %% A%

Contacts

Use contacts from public address-book

Use contacts from domain

System administrators can select which contacts to be used for the account they are currently editing.
They can either use contacts from the public address-book and/or employ domain contacts. To do so
please choose from (or both) available options: Use contacts from public address-book and Use
contacts from domain.

ZARE T A ] DL A AR R SR AY IR P BRI P A (R A« (T m] DA A 2 34 i Bk SR / R F ThRE 2
WA AR - EEE R SFERE (BOWE) W AHAYEEE ¢ R A S A S A
YN

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

ERSGERICEELSE > IR IRFRE" % - (RFEERTEEY R -
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3.6. Managing Message Filters | & & (- Ex ko i
n

The Manage Domains > Message Filters page enables system administrators to configure a set of
rules to be applied to messages received by specific accounts, as well as to view and change any of
the similar rules created by the users themselves. The page gives access to other 2 sub-pages:

Admin Filters - containing the parameters relative to incoming message rules and filters.
User Filters - containing the parameters relative to incoming message rules and filters set by
users in WebMail > Settings > Filters page.

B> E e iE U iR AGUE H BECERERPATERTEE - IREENESUEMEHAFEE
C AR EARAT - sz JEreft 1A T =il

B EEieiE - SS2EHEHE AF AR ATFIEEIES -
R EERIES - S EAEARAFIEEE R ETE WebMail> 355 > i )8 H a5 1A
28 -

Incoming Message Rules

(7) The message rules below will run after any existing Server level rules and Domain level rules (common actions will be overridden -+ ADD MESSAGE RULE

#  NAME STATUS ACTIONS PRIORITY
1 testrulel Enabled @ D DiSABLE

2 testrule2 Enabled

The Message Filters > Admin Filters sub-page enables system administrators to configure incoming
message rules and filters for specific user accounts.

Important:

The Rules and Filters configured in this page replace the ones inherited from account
defaults.

For a direct access to the account defaults parameters, click on the underlined account
defaults option available right under the Admin Filters sub-page name.

FrFEte iR > B EEE T I > RsE H BREARC B AR E IR PRI E AR AR At
o EHER
L H P ECER AT ARG IR P TSR ECE -

BN EREIE RSB E > BT RARATIR TR - B ] DRI E B B HYARta e =\
THEATE -
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Incoming Message Rules | B E AR A

Important! When first accessing this tab to be able to add filters for this account click the Define
explicit link.

HE | EH XM E (AR ILIR = TORINERRIER - 7 — T “ERIIMERYHEES -

O The rules and filters are inherited from trialll.absolvo.net account defaults

Define explicit filters for this account.

Incoming Message Rules

@ The message rules below will run after any existing Server level rules and Domain level rules (common actions will be overridden). =+ ADD MESSAGE RULE
# NAME STATUS ACTIONS PRIORITY
1 testrule3 Enabled | ObisasLe A EDT | ol DELETE n
2 testrule2 Enabled | O DISABLE & EDT f DELETE

3 testrulel Enabled | O DisaeLe &£ EDIT f DELETE

To configure a new message rule, hit the Add Message Rule button and then fill in the specific
parameters in the new sub-page, New Message Rule. Each message rule has an Enabled/Disabled
status displayed, the action displayed by the button next to it is the opposite of the status. Each rule
can be deleted or further configured using the Delete and Edit buttons.

To set the order in which defined rules should apply, use their corresponding up and down arrows
available under the Priority section.

Important:

All message rules available in this section will run after any existing Server Level Rules and
Domain Level Rules (common actions will be overridden)

FRCE —(EFTAYH SR > 3T “IRIIEEARALT $5H - AMRIEE YT i > R R IRy B e S
B o EHEEMAARAIRRUH / ZERGIRRREEDT » E55 B s BRI BN R AR S HIRAS o BREAR RIS AT DA
EREHE— G “THER™ 1 “dwiE" f2HicE -

sCENE E AR - AR RN AT AR RS 8 o

L3

B R AT E AR AR TR A B R as R HRR IRRER B A& (REITTER 8%
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General Settings for the New Message Rule | 3 & 5 &5 (457 Il

New Message Rule for userO1

Back to: Configure Account user0l on Domain trialll.absolvo.net

General Settings

Message rule name: testrule4

Enable this incoming rule

Use the text box under General Settings in order to specify the name of the new rule then enable the
new rule by checking the box in front of the option called Enable this incoming rule.

(EF “EMEE” THSCFE IR DEEE SRR AR A > 2R BORT B AR R AR AR LRI > T Ry
B F L AERAD -

New Message Rule Conditions | #rEi{H R &

In the Matches section, first decide the incoming messages for which you want the rule to apply. Next,
choose the conditions you want to apply to those messages (e.g. for messages from
‘abc@domain.com’).

£ “UCES” B4R > B EMEANEE - MSEEAARAER o 8 TR EHEEEE R Y E R
f&&E (Flan - JHE ¢ abc@domain.com') -

Matches

For incoming messages that match | ANY of the conditions below

Subject Contains prize T

Use the drop-down menu to select the type of the new condition. Available options include setting
conditions relative to the subject, sender, receiver, Cc, To or Cc, size of the email, as well as a
customization option, accessible by clicking on Custom. To delete one of the newly-added criteria hit
its corresponding trash-bin shaped like button.

EA T RE R BT AR  n] R EVBETH OIS E R PSR » 27 (F > BRUEs - 70K > U
[{élt’sji}z i%%gfﬁ EEEIR/N - DU HETEEHE - vl — T~ “HET o EHER—(EHrE ey g A e
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New Message Rule Actions | #rEL4-5R HI#E(E

Actions

Perform the actions below:

Move to Deleted o

~+ ADD ACTION

By editing the Actions section, you can decide what you want to do with the messages that match the
above conditions. Use the drop-down menu to specify the actions corresponding to the mail message
i.e. moving, copying, deleting, or redirecting it to a certain email address etc.

To add a new action, click on the Add Action button and then fill in all the corresponding details in the
newly-displayed menus. To delete an action hit the trash-bin shaped like button displayed on the right
hand side of the action in question.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

AR BN E Sy > IR AT DURE IR IR B TP & LAl RrEAIHE - (B T AU RE R AT EAH MERY
BIERE) - B2 HER - SCEE MR — (R EHYE T E ar il % -

SN —(ERTHVENE - BB TRIIENFEST - MR R ARV EE T BURAYIIRER - EMERENFIT L T8
(BT AR -
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3.6.2. User Filters | F EEitgf2=

The Message Filters > User Filters sub-page enables system administrators to configure incoming
message rules and filters for specific user accounts.

Important:

The User Filters subcategory, in particular, gives you access to the rules defined by the user
for this account using the WebMail interface.

Editing these rules will actually edit the user-defined filters, and the changes will be seen by
the user in the WebMail interface. Access to these rules has been introduced in order to allow

the administrator to correct potential problems in user-generated rules through shared
access.

B FEe e > EHE S ETE T HE - (FREH SRR B AR E B IR P RYE R AR ARt
e
ERER

M FEitgte TR - Rl Rsa IRan S (EnRsE (R A Webmail 7 - & E AR -
dmiE i AR RN E IR L dmia (i = BT Etefes - @@ Webmail /i - (EFHERGEEIRVEL -
B AR EMS A - DU EE BA(E IR A 3 A5 R A (6 A 2R sl AR A Ay PBE R

i

Incoming Messages Rules | {& A& R Al

- = CONTACT ACCOUNT QUOTAS AND WEBMAIL SEND / RECEIVE
GENERAL MESSAGE FILTERS
INFORMATION ALIASES RESTRICTIONS OPTIONS — RESTRICTIONS
R

Incoming Message Rules

( / The message rules below will run after any existing Server level rules and Domain level rules (common actions will be <+ ADD MESSAGE RULE
overridden)
# NAME STATUS ACTIONS PRIORITY
1 test_rule Enabled O msaBLE ? EDIT Ta] DELETE

To configure a new message rule hit the Add Message Rule button and then fill in the specific
parameters in the new sub-page, New Message Rule. Each message rule has an Enabled/Disabled
status displayed, the action displayed by the button next to it is the opposite of the status. Each rule
can be deleted or further configured using the Delete and Edit buttons.

To set the order in which defined rules should apply use their corresponding up and down arrows
available under the Priority section.

Important:

The message rules below will run after any existing Server level rules and Domain level rules
(common actions will be overridden).
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SRCERTHVEMFRRANT “TINERERRAN 378 IMRIEEALHAY T HIE - FrEEEARA] "RV ERRSE -
THEE AR/ ZERRRERUR - B35 B AR B (EZAH S AIRAR © f (8RR AIET o7 AR bR
BOfE— P MHER" 1 “GREE" fHIRCE -

LML X Y A P 8 P {6 PR AH B [0 i B AR B SR B 0

EHEHR
HE T HEVHANE - BT EER A (E k23 4R AR RITR ISR AR R (REITEEZE ) -
General Settings of the New Message Rule | —f&s% B M {A-FR I

General Settings

Message rule name: | test_user_rule
Enable this incoming rule

Use the text box under General Settings in order to specify the name of the new rule, then enable
the new rule by checking the box in front of the option called Enable this incoming rule. {5 H8E »

DUE BRI 0 - SRR Bac B RS - FER1T Al Ay BRI B L (AR A A
EAE

New Message Rule Conditions | #E{4-:H Il & E

In the Matches section first decide the incoming messages for which you want the rule to apply. Next,
choose the conditions you want to apply to those messages.

£ “UCEC BRSO E SRR A ACH B RIARAL © 82K - BERIREEH SR IS N SRR -

Matches

For incoming messages that match | ANY of the conditions below

Subject Contains pharmacy

Use the drop-down menu to select the type of the new condition. Available options include setting
conditions relative to the subject, sender, receiver, Cc, To or Cc, size of the email, as well as a
customization option accessible by clicking on Custom. To delete one of the newly-added criteria hit
its corresponding trash-bin shaped button. New message rules can be set to match all or just part of
the specified conditions according to your choice.

(e TR IhRE R T B ER A - o RV ETH A BRI T > g > #llEs >
BT oo MU EOThRT BT EMERTAUN > DU HETEEE o nEEE — T CHETT o EZMER—
(&

HUREAE B ch HAR RV RLRAR B A% 8 - TS B B AR A > AR RUERIRIE T - AR SR B R 2]
BB H AT -
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New Message Rule Actions |#r & 43R AR (E

Actions
Perform the actions below:
Redirect to abc@mycompany.com
Keep message
Redirect to user3@trialll.absolvo.net ﬁ

Keep message

By editing the Actions section you can decide what you want to do with the messages that match the
above conditions. Use the drop-down menu to specify the actions corresponding to the mail message
i.e. moving, copying, deleting, or redirecting it to a certain email address etc.

To add a new action click on the Add action button and then fill in all the corresponding details in the
newly-displayed menus. To delete an action hit the trash-bin shaped like button displayed on the right
hand of the action in question.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

MWIBGRER “EHET By o IREDURE RREE TR & RAUEREEE R o (B T A IhRER A EME
FERY EhEREEN - 185 - Bk > SREE 2] — (R SRV E T E A ik F A E (- B

BB IR SR I — (BT HYEN(E - MRS A IERVAEIER BURHITHRER - EMERBIETHVALRAR
I AR T U A THIEHE A R -

ERSGERICEELSY > T RFE" ORI E L -
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3.7. Managing Send / Receive Restrictions | & B &% {F/Ug A BE &1

The Manage Accounts Tab > Send/Receive Restrictions sub-page enables system
administrators to define and enable or disable sending and receiving restrictions that can limit
the domains and subdomains emails are sent to or received from. Additionally, they can create
limited lists of recipients and senders that can or cannot send/receive emails.

B PRI B IE R > 8 28 [ BEUGPR 1 H 1A A4 B H 8 0] DUE 8 3017 B BEE PR 1 T DARR il s A1 145
{Egﬂ%ﬁaﬁi}i\?%ﬁﬂ%ﬁé%iﬂ%LIQ o [EAN > MR T DU T RRAVSIZR » T AR g 28 /BRI B 150
S D%} o

Message Sending Restrictions | Eefl& LR

- ENE | CONTACT ACCOUNT QUOTAS AND WEBMAIL MESSAGE SEIIJHECEIUE
NFORMATION ALIASES RESTRICTIONS OPTIONS FILTERS RESTRICTIONS
Restrictions
Message Sending
Allow sending a maximum of = 1000 messages (values: 0-100000 @
with a total size of | 100 MB in 1 hours (values: 0-1048576 KB / 0-360000 seconds @
Maximum number of recipients this user can send in the specified interval = 10000 (values: 0-1000000 @

Limits imposed to sent messages offer system administrators an easy possibility to prevent account
users from generating spam. They can thus set a maximum number of messages, their total size
and the period in which these are sent using the up and down arrows to select the desired size or
editing the corresponding text field. To have the message size calculated in KB, GB or MB use the
respective drop-down menu. The time frame for the maximum number of messages can be set to
be calculated in seconds, minutes, and hours using the corresponding drop-down menu.

PRAIEE R AR5 240 B T B HRHE DAR 10 (8 A 2 2 AR HIRaED (4  ERIE - At AP e] LS B 4R/ NATHARE A
BN BCERDHE o (A _ER1E R 7 RSB AT R AR NE AR R AR FEAY SR 3 2% - (EFAHIERY T
fuAipE®R SELL KB » GB » MB » Byt EAVHE R/ - JHEMRAREE - EAHEEN T XThrEx
Ry IR AT DAse BERLARD - BNV NFETE -
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Send
Enable send restrictions O
Domain option = Disallow all domains @
1s are inherited from triall1.absolvo.net account default
1 licit ept I n
Receive
Enable receive restrictions O
Domain option @

The administrator defines the following
options:

Enable/Disable sending
restrictions
o Allow sending only to the same domain
= Allow sending to subdomains
o Allow only recipients /Disallow recipients
Enable/Disable receiving
restrictions
o Allow receiving only from the same domain
= Allow receiving from subdomains
o Allow only originators /Disallow originators

Restrictions apply for messages sent from:

o WebMail: An NDR will be returned if the destination address is not allowed.
o SMTP/Outlook Connector: The 'RCPT TO' command will yield a permanent error, if
matched.

o Sendmail wrapper: An NDR will be returned if the destination address is not allowed.
EHEER TLUNEH

B/ 5 32 KR
o JeEFH ST FAYE
" FUEFERHYTE
o JETHAHERYA seETU A
B/ AR B R 1
o JuaETHREYCK A F—{Ek
" RETEICKE T IR BRI
o JLETHME—HYHEE A/ AETEEA

PR P R SRR .

o WebMail : 415f HAYhhk 2 A eaFiR R [E —{E NDR -
SMTP/ Outlook ###z55 © RCPT TO a5 e 2 — (K AMERY SRR - AIRUEECHYES -
o Sendmail fyEE © 4R H HYHEHEE A FeET A ER[E—{E NDR -
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4. Groups Tab | FE4HSEIE R

When first accessing the Groups tab, a list of the existing domains is displayed. To be able to
manage the groups you have to first select one of the existing domains.

BRI ARG BRI SRS o BT REWEEA - IR R e EER A Y

Manage Groups

Alphabetical Lis| Search groups B DCrOUE
DOMAIN # GROUP NAME ACTIONS
Filter domains ! };““ll)! S EDIT :Il E
2 HR ; -
trialll.absolvo.net -
3 mis ? EDI = DELETE

Domain 1 of 1

After selecting a certain domain the list of previously created groups is displayed. To run a search for
a specific group use the Group Search field. To edit an existing group use its corresponding Edit
button, to delete it hit the Delete button. In order to create a new group press the Add Group button.

BEERAEIRIL - SeRTRRAVADE R EDR - B EN— A AR ETER - ERETAIERE
FIEESERY “dmiE” T2 > MIERTIT “WER™ 28t o & TR (&R - #7 “nsE” it

-+ ADD GROUP

Domain name: trialll.absolvo.net
Group Name: sales

Group's email address will be:
sales@trialll.abso...

Enable this group

The domain you are creating the group in is displayed in the Domain name field if you have already
selected a certain domain. If you press the Add Group button prior to the domain selection you will
have to type the desired domain. Specify a name for the group you are creating in the Group Name

text field. After specifying these two parameters the groups email address will be displayed (generic
address is Groupname@Domainname).

Check the Enable this group option if you want to render the group active. If you are done
configuring the group hit the Quick Add button. Alternatively, should you prefer to further fine tune it,
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click the Advanced Config link. This link and the Edit button of already configured link gives access
to two configuration pages: General and Message Filters.

WIER T AR T (s - kAU “DhREB A ML - WISRIERIE “INinde” ety
Al > ARl NS A ERAFTRRAYIS © FraliRalHam SO e e —E2 - 5 EEmMESBigHE T
L KRRy GBI R 2 @I RE B E ) -

WERARIEEEAH A5 - RO LA BT - ARASERKBCERR] "PREURIDT 155 - 940 > WIRTREE—F
e > 1% — T ECE” ES o SN RE T A ECE AR R I TR (EACE Him ¢ SRS
W JEERHIENR -

4.1. Group General Configuration | FAEEEAHACE

The Groups > General page allows you to add and delete group members and also provides
information on the group currently edited.

A>T M E T RORIRIERGER & - M8 T AR EidRiEa -

MESSAGE
FILTERS

Settings
Group Name: | sales
Group's email address will be: sales@trial1l.absolvo.net

Publish this group's contact info in the public address book

Allow members to use group's email address as sender address

Distribute email to: | members

Receive email from: | anybody

Group Members: user <+ ADD MEMBER

user0l@trialll.absolvo.net -
# ADDRESS ACTIONS

user02@trialll.absolvo.net

1 Patricia.Miller@trialll.absolvo.net user03@trialll.absolvo.net 1] DELETE

userl4@trialll.absolvo.net

Enable this group

Info

Group created on: Mon, 28 Aug 2017 20:59:34 +0800

Last modified on: Mon, 28 Aug 2017 20:59:34 +0800

Use the Group Name text field to edit the name you have previously assigned to your group.

To add a group member type his/her email address in the Group members text field. To add more

than one member hit the Add member button which will generate additional text fields for email

addresses. To delete an already added member use the Delete button. Check the Enable this group
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option if you want to render the group active.

The Info section displays details referring to the creation and last modification date and time of the
group.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

{56 FHAH AR SO (i R SR SE AT E oy BCEIRHAY R © EISINAHR RRAL - /iy B B2y ik A Al B
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4.2. Groups Messaqe Filters | B£4 3% B E5kafs
L

The Groups > Message Filters page enables system administrators to create and manage incoming
message rules for a specific group.

Important!

Group level rules will run after any existing Domain level rules and Server level rules
(common actions will be overridden).

When first accessing the page a list with the already defined rules and filters is displayed. Both lists
can be minimized or maximized by clicking the list name bar.

BRaH> B (F A i e U AR AU EH B ATEAVE B — R E R AS AR -
EHE |

» SHJE AR R TR A SR SRR AR E AR s SRR & (RETTENIEE) - &% — XM

2 HEBURE AU AR AR Eite 2 sUF B o 38517 o] DUE R BSR4 Fi i e M BB A -

GENERAL
FILTERS
Incoming Message Rules

i) Group level rules will run after any existing Domain level rules and Server level rules (common actions will be overridden 4 ADD MESSAGE RULE

#  NAME STATUS ACTIONS PRIORITY

1 grouprulel Enabled

2 grouprule2 Enabled O misaBLE # EDIT || TiJ DELETE n

Each message rule has an Enabled/Disabled status displayed, the action displayed by the button

next to it is the opposite of the status. Each rule can be deleted or further configured using the Delete
and Edit buttons.

To set the order in which defined rules should apply use their corresponding up and down arrows
available under the Priority section. To configure a new message rule hit the Add Message Rule
button and then fill in the specific parameters in the new sub-page, New Message Rule.

53



&
HO N: 'K%;?HG

BROADBAND NETWORK

EE AR B I ZERGIRREBUR - 55 BV BURRYEN TR A S AUIRRE - (8RR AT T AR R
B0 (PR A gm i IR E -

s B Ty R e P A 1 2 P {62 P ELAH A 131 i B m AR SRR B0 0 - SRECEDHTHYER (AR RIS T AR
(55
FIAIZST - MR BT T Hil > FriEs R B2 E8 -

General Settings

Message rule name: | Group_rule 1

Enable this incoming rule

Use the text box under General Settings in order to specify the name of the new rule, then enable
the new rule by checking the box in front of the option called Enable this incoming rule.

In the Matches section first decide the incoming messages for which you want the rule to apply. Next,
choose the conditions you want to apply to those messages.

(EFE S E MRS T AR E R ARy AT - AR BRI - FERT A AY BEIE RS L AR Al b
& AE

£ “TChC” S ot e AR AR A B EAREE - T2 BRI B H B ARG -
Matches

For incoming messages that match | ANY of the conditions below

To Contains sales@trialll.absolvo.net Tr

Use the drop-down menu to select the type of the new condition. Available options include setting
conditions relative to the subject, sender, receiver, Cc, To or Cc, size of the email, as well as a
customization option accessible by clicking on Custom. To delete one of the newly-added criteria hit
its corresponding trash-bin shaped button. New message rules can be set to match all or just part of
the specified conditions according to your choice.

By editing the Actions section you can decide what you want to do with the messages that match the
above conditions. Use the drop-down menu to specify the actions corresponding to the mail message
i.e. moving, copying, deleting, or redirecting it to a certain email address etc.

fEFH N AT R BT AR AL - o] F VTR B R BRI R AR R B - SR 0 U > P
7o CURPENT B UPMET BB TEERYAUN o DUREETEEIE - mlEiE — T "HE]T o EfHbR—
(EFTY B HAR MR AN IRAR IR A% 8 - AP BB AR R - DU EERIRRIE T - R IH 2
e AR H P
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i CB(E #o o IR PURE IR ERMEREART & _EARFRRE o SR N I ThRE R AT E EM
FERY EhEREN - 8% - PR > SREE M B —(EFF SRV E T E A hE A B

Actions

Perform the actions below:

Move to Sales

b

To add a new action click on the Add action button and then fill in all the corresponding details in the

newly-displayed menus. To delete an action hit the trash-bin shaped button displayed on the right
hand side of the action in question.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

BB IR A —(ERTRVEN(E - MR BURHIDIRE RIEFS A ERY A ER - SEMIPRED (L e EAE
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5. Confiquring Public Folders | fii'&/\FH &R

Use the Public Folders tab to manage public folders in CloudMail Mail Server. When selecting this
tab the currently existing public folders and sub-folders are displayed.

EAAHER AR CloudMail EEFEkes AHLERPCER - EBEBILEERS > HREAN A
AT BRI

Public Folders

Alphabetical List

DOMAIN PUBLIC FOLDER NAME ACTIONS
Filter domains To add a public folder, click on the desired parent in the list and hit the Add Public Folder button at the top
fyou don't select a parent, the new public folder will be added in the public folder root.
trialll.absolvo.ne... = .
(& Public Folders A EDI
= Marketin A ED T DELETE
Public Folders = &
& Product Descriptions A ED T DELETE
(& sales & EDI ﬁm._r.lr.
(5 Leads £ ED ol DELETE
Domain 1 of 1
& Partners £ ED Ty DeLETE

If you have defined a large number of public folders, you can quickly locate a certain one by using the
Domain search menu available on the left of the screen. Just fill in the domain name in order to see
all the corresponding public folders and they will be filtered out as you type. Clicking directly on one of
the listed domains will also result in displaying all the public folders defined for that specific domain.

To add a new public folder click on the desired parent in the list and hit the Add Public Folder button
at the top. If you don't select a parent the new public folder will be added in the public folder root. To
delete an already defined public folder click its respective Delete button.

WRELELLTESR T REAVAILERIIC o fRa] DURERER 25— (8 (AR RO pe S il R e - ARRIE
5 DIREBECATE T BB I FERY A S BRI > R AR R AR IRE B B R (E I8 - EREREEES
ek > PR ERRPESHIFTA A AR -

NI — R A L E R Eir— YR PRI » AR EEFIAIMARERE “Fd - MRIRAR

B PEQHT A B SRR INE A S ZOR IR - MR (B B A S ZR I > S TR
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<+ ADD PUBLIC FOLDER

Folder Name: Leads

Parent Folder: —-Sales

Email address(es):

salesleads @trialll.absolvo.net

+ADD ADDRESS

ADVANCED CONFIG QUICK ADD

Fill in the folder name, select the parent folder from the drop-down menu and specify the email
address for this public folder. You can insert multiple email addresses: fill in the email address and
then click on the Add Address button. Should you like to delete one of the listed email addresses,
click on the trash bin icon available on the right of the email address. Hit the Quick Add button in
order to complete the creation of the public folder with these settings or use the Advanced Config
link to further fine tune it.

When pressing the Edit button for an existing public folder or the Advanced Config link when
creating it, you will be able to make more settings in the General and Quotas configuration pages.

S HE R AT T BRI RER DAV E TRl AL - WS E S (A LB R CERE » £
UL B A EE T EE L  HE R E TR A AL o AR EREE CIRAIArAE T o A0 ORAEIER —(E _E
Y FEEHAE o £ N EUGBEEDT o ARG Y E T EE AL o Ry T SE OB R B A R YA
EEGE— PWEREEREREECERSS > fT "RERI %8 -

WARNAHERIE "SHEIE" B "W 2 i TR TR > SRR By E A
FIRCERCE H -

Configure Public Folder Leads on Domain trial11.absolvo...

“ e

Back to: Public Folders

Settings

Folder Path: Public Folders/SalesfLeads

The name of the configured public folder will be displayed in the upper section of the screen at all
times.

FCE A A BRI AR AR B R A B R _ B
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5.1. Public Folders General Configuration | /\3: &R A —HE il &

The Public Folders > General page allows system administrators to begin the configuration of a
public folder.

ANHLERRSERE - nif 20 EH B —EALERRAIE -

“ e

Settings ¢ &

Settings

Folder Path: Public Folders/Sales/Leads

Email address(es): leads @trialll.absolvo.net

# EMAIL ADDRESS ACTIONS

1 salesleads@trialll.absolvo.net & EDIT Tor DELETE

The system administrator can specify here the email address for this public folder. Multiple email
addresses can be defined: fill in the email address and then click on the Add button. Should you like
to delete one of the listed email addresses, click the Delete button available on the right of the email
address.

FSE T B I DA E L S R A & T B 2y st o o] DAE $e 25 (8 T B ey stit - SLRAVE T ik
??{ﬁiﬂﬁi AN A o ANSRIRAEMER —(E LRy E T E AL > e CWHERT f2 - AEAEEYE
E %ﬁ o

5.2. Confiquring Public Folders Quotas | fir & /\ &kl Al 4

The Public Folders > Quotas page contains parameters relative to the mailbox and folder levels of
the public folder being edited.

AHEERPS RO H I E S SEHEIERE - WIEFREDN “AEERICT iy B hl”

Quotas
Limit folder size to: 100 MB (values: 0-4294967295 KB) @
Limit total number of messages to: 100000 (values: 0-10000000) @

System administrators can set limits for the size of each folder and the total number of messages per
each folder by checking the respective options and using the up and down arrows to adjust the limits

58



5
HO N: 'KE(;%EG

BROADBAND NETWORK

to the desired value. For the folder size limit, use the available drop-down menu to select if you want it
calculated in KB, MB or GB.

Important!

The values set will be used by any new public folder you create for this domain. You can override
them by editing the Quotas section of any specific public folder.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

ZH B B LIRS EZERRY AN » i & & HHY LT%%D@*Z% [r) b e T i B A B A AR A (E YR -
@%;HJCEI’J FRORVAEEY o BN ERHHY R/ NRE] > AIRIRAEE T Ll KB - MB B¢ GB SR AT T2 B
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HRE | RENER SR AT A A BRI o 0] DR TR E B A LR R BC AR ER
EECM -

Bt L EE RS2 - ST IREICE” SRR AL -

6. Account Classes Tab | fE EE R[5 TH

Use the Account Classes tab to manage the account classes in CLOUDMAIL Mail Server. When
selecting this tab the currently existing account classes are displayed.

[ PRI = B E IR =48 4E CLOUDMAIL E3({alfikds - & BHEZ B | H AniA HIIR P 2 880R -

Account Classes

Alphabetical List + ADD ACCOUNT CLASS

DOMAIN L ACCOUNT CLASS NAME ACTIONS
1 Management_Accounts
2 Marketing_Accounts

3 Sales_Accounts

If you have defined a large number of account classes, you can quickly locate a certain one by using
the Domain search menu available on the left of the screen. Just fill in the domain name in order to
see all corresponding account classes, they will be filtered out as you type. Clicking directly on one of
the listed domains will also result in displaying all the account classes defined for that specific domain.
The above screen-shot displays all the account classes created for the trialll.absolvo.net domain:
Marketing_Accounts, Management_Accounts and Sales_Accounts.

To edit an already defined account class hit the Edit button on the right side of its name, to delete an
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already defined account class click its corresponding Delete button. Should you like to add a

new account class hit the Add Account Class button displayed in the upper right corner of the
screen.

WREBCKER T RKENIRFE - W0 DUE SR IR R — e i B RGeS - AFREE
ThRE BRI > A REFFIFTAHERIREE - IR oUEIEE - IRIEA - BREREHE LIk —
WRFESEURR ESR FTAIRE ERAVE - FHAVEREEESIR trialll.absolvo.net AR = Al
Fy4E © Marketing_Accounts Management_Accounts Sales_Accounts -

Tmig— L ERVIRFEBE P HARAME w2 > 72— T ESEN R ek
EERR FIIRFME - ORI —ERREETT “RI0iR PR B e RS A LA -

-+ ADD ACCOUNT CLASS
Domain name: trialll.absolvo.net
Account Class Sales /‘\((ounl‘é

name

O All parameters will be inherited from the domain
defaults

ADVANCED CONFIG m

Add a new account class for the currently selected domain, in our case the mycompany.com
domain, which is also automatically filled in the Domain Name field and can be edited.

For successfully creating a new account class fill in its name in the Account Class Name field,
then hit the Quick Add button in order to create it using the default domain inherited
parameters or the Advanced Config link to explicitly define account parameters. When pressing
the Edit button for an existing account class or the Advanced Config link, you access the three
pages shown in the below screenshot. The name of the configured account class is listed in the
upper section of the screen at all times.

RIS R — (ERFAOIES - FERPIAIEIT T mycompany.com sy » & L2 BB AT
BRI o T LU T4 -

Ry T RS A — R R S SR R HL A o VIR SRR D o A RTET BREURID s LA

BE ARG A R 2 eSS B I S RIRE 28 - ERAIRPHEN "SRicE”

%iﬁg%wﬁﬁiﬁm s = (8 H i MEREE TR o BCEAVIR PR R A AT B
SH | i -

Configure Account Class Sales _Accounts on Domain trial11.absol...

Back to: Account Classes

@ Changing the parameters below will affect the accounts that have inherited parameters.
Explicitly set parameters will not be affected.

QUOTAS AND SEND / RECEIVE
GENERAL ! MESSAGE FILTERS
— RESTRICTIONS = RESTRICTIONS
Settings

Account Class Name: Sales_Accounts
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6.1. Account Classes General Parameters | i FkEE #H 28

The Account Class > General page displays the list of class services and their current status.

W 545 > 5 AR TR Y O B — A AR B AL E ATHIRAE -

QUOTAS AND SEND [ RECEIVE
e MESSAGE FILTERS E
RESTRICTIONS RESTRICTIONS

Settings

Account Class Name: Sales_Accounts

Services

Basic services for this account class:

SERVICE NAME ACTIONS
() SMTP Receiving -
@ SMTP Sending o
® ror3

) map -
@ Remote POP

() webMail

To enable or disable a service use the respective buttons corresponding to that service's name.
Please note that at account class level only services affecting account class behavior are displayed -
SMTP Receiving, SMTP Sending, POP3, IMAP, Remote POP and WebMail.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

TR S PR o FH 2 R s ) A AR S FE VAR P28 -~ 5RO IR IR PBIR A — R B P RIVTT
By - SMTP $321/ > #3% SMTP » POP3 > IMAP » #f2 POPiFDWebMall

SRR BB LS - 05 “RELCE" fZRREFEEER -
6.2. Confiquring Quotas and Restrictions | i & i Za 1[5 &

The Account Classes > Quotas and Restrictions page contains parameters relative to mailbox and
folder level, notifications to be sent to users and restrictions imposed for all created account classes.

Important!

Changing the parameters below will affect the account classes that have inherited parameters.
Explicitly set parameters will not be affected.

I 5 > e BRI PR A1 B T L & A S AR AT A AR 2 8 - IR SR E I F 5 i IR R P AR A
HY | WETEHNSHEEBIRFEERN2Y - BEENS BB g2ipE -
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Managing Account Quotas | % HHIiE S H4H

QUOTAS AND SEND / RECEIVE
GENERAL — MESSAGE FILTERS = T \| )I‘:\
RESTRICTIONS RESTRICTIONS

Quotas

Mailbox Level

Limit total mailbox size to: | 1 GB values: 0-4294967295 KB @
Limit total number of folders to: 1000 values: 0-100000) @
Limit total number of messagesto: = 500000 (values: 0-100000000) @
Folder Level
Limit each folder size to: (values: 0-4294967295 KB @
Limit total number of messages to: = 100000 (values: 0-10000000 @
Notifications
Notify user when usage reaches 90 % of allowed quota (webmail popup) @

Also send a notification email each time the user logs in but not more frequently than every

(values: 60-43200 minutes)

Restrict user from sending emails when usage reaches 0 % of allowed quota

(max value 100; must be higher than the quota usage warning value

The total mailbox size, the total number of folders and the total number of messages can be limited by
selecting the respective options in the Mailbox level area and using the up and down arrows to adjust
the limits to the desired value. For the total size limit use the available drop-down menu to select if
you want it calculated in KB, MB or GB.

System administrators can set limits for the size of each folder and the total number of messages per
each folder by checking the respective options in the Folder level section and using the up and down
arrows to adjust the limits to the desired value. For the folder size limit use the available drop-down
menu to select if you want it calculated in KB, MB or GB.

To have account users notified when they reach a certain level of their allowed quota, through a pop-
up displayed when accessing the WebMail interface, check the respective option in the Notifications
section and use the up and down arrows to increase or decrease the default percentage of the quota.
When this option is checked the users are also notified at every login. You can set the frequency of
these login notifications using the up and down arrows corresponding to this additional option. To
select if the respective value is calculated in seconds, minutes, hours or days check the respective
drop-down menu.

EFEAEAU]N - BRIIRH SRR AR B R 5L R DA PR Al SO 4R s 1 6 8k 288 45 B Y 3880 - NG P 1) AT
(] R B AR B IR B EIFT AR HY(E - B RRIEIR B R IREERELL KB > MB 5 GB R A T iz
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AMRFEAF - B FIEE e KA » H s FrIEces - 8 — (858 H35f WebMail 7 HFEUR - &
AEFHMERYEEIE > £ “EA1" #05y o AR A _EANE T R B Ik DAY EREE 4 ELECER - S (I
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Configuring Restrictions | B &Rl

Restrictions

Contact Information

Allow the users to edit their personal contact information

©

Password policy

Enable Password Policy enforcement

Password length must be between 8 and 16 characters (values: 1-32 / 16-128)

Password mustinclude:  letters and numbers

When changing the password, reject the last 3 used one(s) (values: 0-8)

Allow the user to change the password

00 @ © 06

Require a minimum time interval of between two consecutive password changes (values: 1-365) days

Password Expiration

Enable password expiration
Password expires in from creation (values: 1-365)
Notify user at each login, starting from days before the password expiration (values: 1-365) days

Also send

© O 006

Password Policy Enforcement

System administrators can define a Password Policy to be enforced when an account is created for
a respective domain. First of all, they can set a minimum and maximum number of characters for each
password, using the up and down arrows or editing directly the text field of the Password length
parameters. They can further select from the Password must include drop-down menu if passwords
should include letters, letters and numbers or letters, numbers and special characters. Password
Expiration can also be defined by the text fields.
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WebMail
Limit attachment size to: 20 MB (values: 0-102400 KB) @
Limit number of attachments per message to: | 10 (values: 0-1024) @
Limit message size to: 25 MB (values: 0-1048576 KB) @
Limit number of recipients to: 1024 (values: 1-2048) @
Minimum allowed HTML body filtering level (use the slider to change the value)
®

) High level filtering
Medium level filtering
Low level filtering
No Filtering

To limit the size of email message attachments check the respective option in the WebMail section
and use the up and down arrows to select the desired size. To have the size measured in KB, MB or
GB use the available dropdown menu.

Use the up and down arrows of the Limit humber of attachments per message option or edit its
corresponding text field to set a maximum number of attachments allowed to email messages sent or
received from any account using the W ebMail interface

Check the Limit message size option to set a maximum size for sent and received messages
through the WebMail interface. To do so, use the up and down arrow to select the desired size or edit
the corresponding text field.

The Limit number of recipients option allows you to configure a maximum number of recipients for
WebMail email messages using the up and down arrow to select the desired size or editing the
corresponding text field.

To set the HTML Body Filtering Level for this specific account when connected to via WebMalil, use
the available slider. he HTML filtering level stand for the following:

No Filtering

Low level filtering - converts the message to standard XHTML

Medium level filtering - generates the email body based on a list of known/allowed attributes
and tags. Anything that is not on this 'allowed list' is removed. This level removes java script,
styles, etc.

High level filtering - generates the email body based only on text components. This means
that only plain text components remain in the message. This forth level is the strictest and
may actually damage some formatting, but it is also the safest.

FRHERE AV AN AT 2% WebMail — - {5 [ AR T 3R S B ERRT R R AN » M usTlse
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Remote POP Restrictions | i2f2 POP R

Remote POP
Maximum RPOP accounts that can be defined: 4 (values: 0-16) @
Minimum message retrieval interval: 10 minutes (values: 1-10080 minutes) @

System administrators can limit the number of remote POP accounts for account classes. To do so
use the up and down arrows to select the desired size or edit the corresponding text field. Additionally
you can specify a minimum interval between two email retrievals for each RPOP connection. Use the
Minimum message retrieval interval dropdown menu to have it calculated in seconds, minutes or
hours.

ZyEH A A LRHEN POP 1REERM FHEE - BHEE B - 550 M E BRI T 5B S AT
5 IR/ AR T SCARINL - LAY - AU DAY T WA I B P18 % 6] RPOP 2813 2 ]y A
K (% o s/ DAVEAR R AR > MUSDIgERTAY - s NRETE -

Temporary Email Addresses Restrictions

Temporary Email Addresses

Enable temporary email addresses @
Max number of temporary email addresses: = 4 (values: 0-16) @
Delete temporary email addresses after: | 1 days (values: 3600-31536000 seconds) @

The administrator can set some limits on the usage of temporary email addresses. A user may
request maximum 16 temporary email addresses (aliases), if the limit is set to '0' the 'Add' button in
WebMail (in the 'Temporary Email Addresses' section) will be disabled but old temporary email
address will still be available until they expire or are deleted. The time period from the creation of a
temporary email address to its automatic deletion can be set between 10 minutes and 1 year.
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Parameter inheritance | 284K

Parameters or parameter groups that are inherited from the domain's account defaults are
automatically marked with the @ icon. When explicitly setting the value of an inherited parameter

it will be marked with the ® icon. Moreover, any further changes at parent level (domain's
account defaults or account class) will only affect inherited parameters, while explicitly set ones will
keep their value. You can, at any time, revert the explicit parameters to their inherited value, by
clicking the 'Inherit' link related to the explicitly set parameter (orange) icon.

suRspaREREsnEEpmErasme © R - SERRE WROSHIOE - CaiE
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This value has been set explicitly @
overrides default value.
Reset to inherited

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

ERGERICEELSE > T RERE” 8 (RECRTHBETEX -

6.3. Manaqging Message Filters | & &} (A& fafE =t

The Account Classes > Message Filters page enables system administrators to create and manage
incoming message rules for an account class.

Important!

Changing the parameters below will affect the account classes that have inherited parameters.
Explicitly set parameters will not be affected.

Account level rules will run after any existing Domain level rules and Server level rules
(common actions will be overridden).

Important! When first accessing this tab to be able to add filters for this account class click the
Define explicit link.
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GENERAL QUOTAS AND SEND / RECEIVE
o RESTRICTIONS RESTRICTIONS

@ The rules and filters

Incoming Message Rules

(@) The message rules below will run after any existing Server level rules and -+ ADD MESSAGE RULE

Domain level rules (common actions will be overridden).
#  NAME STATUS ACTIONS PRIORITY

1 AccountClassRulel Enabled = [IDISABLE A.EDIT || Taf DELETE

Each message rule has a Enabled/Disabled status displayed and next to it, the Enabled/Disabled
button displays the opposite action of the status. To set the order in which defined rules should apply
use their corresponding up and down arrows available under the Priority section.

Message rules can be deleted or further configured using the Delete and Edit buttons. To add a new
message rule click the Add Message Rule button. In the new window type a name for the incoming

message rule in the Message rule name field and check the Enable this incoming rule option to
activate it.
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General Settings

Message rule name: | AccountClassRulel

Enable this incoming rule
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In the Matches section first decide the incoming messages for which you want the rule to apply. Next,
choose the conditions you want to apply to those messages (e.g. for messages greater than 5000kb).

TR By e E R EHIS A ER AR E - BN - BRI - REEEIELNE
(@A s 5000KB HHE ) -

Matches

For incoming messages that match | ANY of the conditions below

Size Is greater than 5000 0}

-+ ADD CONDITION

By editing the Actions section, you can decide what you want to do with the messages that match the
above conditions. Use the drop-down menu to specify the actions corresponding to the mail message,
i.e. moving, copying, deleting, or redirecting it to a certain email address etc.

HIBAREE EIET 8 o IRA DURE R BT & Ea R AR H R - A TR sE R e E
RS ESIE: - BiRsE) - 8 - WIBR - SEE A B — (@R E RV T EE b 5
Actions

Perform the actions below:

Redirect to admin@trialll.absolvo.net

Keep message

-+ ADD ACTION

Several actions to be performed can be added, click on the Add action button and fill in all the
corresponding details in the newly-displayed menus. To delete an action click the trash-bin shaped
button displayed on the right hand side of the action in question.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.
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The Account Classes Tab > Send/Receive Restrictions sub-page enables system administrators
to define and enable or disable sending and receiving restrictions that can limit the domains and
subdomains emails are sent to or received from. Additionally, they can create limited lists of recipients
and senders that can or cannot send/receive emails.
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Message Sending Restrictions | EaHEE 4R

S QUOTAS AND R SEND / RECEIVE
GENERAL RESTRICTIONS R ASERILIERS RESTRICTIONS

Restrictions
Message Sending

Allow sending a maximum of = 1000 messages (values: 0-100000)

with a total size of | 100 MB in 1 hours (values: 0-1048576 KB / 0-360000 seconds)

Limits imposed to send messages offer system administrators an easy possibility to prevent account
users from generating spam. They can thus set a maximum number of messages, their total size and
the period in which these are sent using the up and down arrows to select the desired size or editing
the corresponding text field. To have the message size calculated in KB, GB or MB use the respective
drop-down menu. The time frame for the maximum number of messages can be set to be calculated
in seconds, minutes, and hours using the corresponding drop-down menu.
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Send
Enable send restrictions

Domain option

Exceptions:

Receive
Enable receive restrictions

Domain option

Exceptions:

The administrator defines the following options:

Enable/Disable sending restrictions

o Allow sending only to the same domain
= Allow sending to subdomains
o Allow only recipients /Disallow recipients
Enable/Disable receiving restrictions
o Allow receiving only from the same domain
= Allow receiving from subdomains
o Allow only originators /Disallow originators

Restrictions apply for messages sent from:

WebMail: An NDR will be returned if the destination address is not allowed.
SMTP/Outlook Connector: The 'RCPT TO' command will yield a permanent error, if matched.
Sendmail wrapper: An NDR will be returned if the destination address is not allowed.
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o WebMail : 415 H HyHEHEE A FeEFiR X [H—{E NDR -
SMTP/ Outlook ####55 : RCPT TO < EE A= — (A A MR SRR > A0SRUCHCHYES -
o Sendmail fyE2E © 415 HHYMhEEA TR [E—(E NDR -
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